Crypto agility spider chart
CrossFyre22

Leonie Wolf
Fraunhofer SIT, October 6, 2022

—
™\

Ty N
2

Leonie Wolf, 1CrossFyre2022 % Fraunhofer
SIT



Motivation

Why do we need crypto agility?

— no 100 % security

— Cryptographic schemes need to be replaced continuously.
— Crypto(graphic) agility

Why do we need metrics?
— to be more accurate
— make crypto agility part of specifications
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Existing definitions
NIST

Impact of Quantum Computing Technology on Classical Cryptography

From time to time, the discovery of a cryptographic weakness, constraints imposed by dependent
technologies, or advances in the technologies that support cryptanalysis make it necessary to
replace a legacy cryptographic algorithm. Most algorithms on which we depend are used
worldwide in components of many different communications, processing, and storage systems.
Many information systems lack crypto agility—that is, they are not designed to encourage
support of rapid adaptations of new cryptographic primitives and algorithms without making
significant changes to the system's infrastructure. As a result, an organization may not possess
complete control over its cryptographic mechanisms and processes so that it can make accurate
alterations to them without involving intense manual effort.
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Existing definitions
BSI

6.2 Kryptoagilitdt

Bei der Neu- und Weiterentwicklung von Anwendungen
sollte vor allem darauf geachtet werden, die kryptografi-
schen Mechanismen maglichst flexibel zu gestalten, um auf
Entwicklungen reagieren, kommende Empfehlungen und
Standards umsetzen und moglicherweise in Zukunft Algo-
rithmen, die nicht mehr das gewtinschte Sicherheitsniveau
garantieren, austauschen zu konnen (, Kryptoagilitit*). Dies
gilt insbesondere aufgrund der Bedrohung durch Quanten-
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Existing Definitions
Crypto Agility

adapt to new cryptographic algorithms
fast

without a lot of effort

minimal impact on the rest of the system
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Existing Definitions
Crypto Agility

adapt to new cryptographic algorithms
fast
without a lot of effort

B minimal impact on the rest of the system
— Agreement on outcome of crypto agility.
— But how to achieve it?
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Existing scales
CAMM

B Julian Hohm, Andreas Heinemann,

Alexander Wiesmaier (Hochschule
Darmstadt)

+ 24 Requirements
— one dimensional scale

— some perspectives missing

Towards a maturity model for crypto-agility assessment
Julian Steffen Hohm Andre

Germany
ABSTRACT
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2 CRYPTOGRAPHIC AGILITY: DEFINITIONS,
REQUIREMENTS AND ASPECTS

{iv:2202.07645v

ATHENE

Leonie Wolf, CrossFyre2022
o%e”  National Research Center
o'e’e"  forApplied Cybersecurity 6

\

~Z Fraunhofer
SIT



Motivation again
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Different perspectives
B Hardware: computational resources \
o

and memory 2
B Software: interfaces ®©
B Management: responsibility /
n ..
@
‘., ATHENE Leonie Wolf, CrossFyre2022 % Fraunhofer

«'se National Research Cen
e for Applied Cybersecurity 7 ol



Crypto Agility Spider Chart
1 Knowledge

Crypto Agility

5 Algorithmic
Agility
Different perspectives
— dimensions 2 System
B 5 dimensions Knowledge

B 5 levels each

4 System Agility

3 Process Agility

'.. ATHENE Leonie Wolf, CrossFyre2022 % Fraunhofer

o National Research Center
o forApplied Cybersecuri ity 8 SIT



Crypto Agility Spider Chart
1 Knowledge
Crypto Agility
5 Algorithmic
Agility

Different perspectives

— dimensions 22 23 ‘24 2 System

B 5 dimensions Knowledge
B 5 levels each
4 System Agility
3 Process Agility
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Crypto Agility Spider Chart
5 Algorithmic Agility

5.1 Exchange of algorithms
Alg. A—alg. B
5.2 Modularity and interfaces
Alg. A and B have same interfaces
5.3 Adding and deletion of algorithms
Alg. A and B can both be used (e.g. TLS Handshake)
5.4 Unification/Harmonization
Every cryptographic function has the same interface
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Crypto Agility Spider Chart
4 System Agility

4.1 Capacities for currently established schemes
E.g. enough computational power to double key size
4.2 Backwards compatibility
Mechanisms for transition phase
4.3 Hard-/Software independence
Can be exchanged independently
4.4 Capacities for PQC
Schemes in general need more resources
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Crypto Agility Spider Chart
3 Process Agility

3.1 Updateability
Includes testing. Exceptions for devices with short life cycle.
3.2 Guidelines
Specifies what (not) to use + who decides
3.3 Effectiveness
Might depend on protection goals
3.4 (a) Migration to PQC
Existing process
3.4 (b) Automatization
After decision and testing
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Crypto Agility Spider Chart
2 System Knowledge

2.1 Basic system knowledge

Access? Support? Responsibility?
2.2 Cryptography

Where and what crypto is used?
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Crypto Agility Spider Chart
1 Knowledge crypto agility

1.1 Theoretical knowledge crypto agility
Why? Concepts? Best practice?
1.2 Practical knowledge crypto agility
How effect the system? Exceptions?
1.3 Concept for realization of crypto agility
Step-by-step plan
1.4 Post quantum cryptography
New requirements. Difficulties?
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Summary

Spider Chart

includes different perspectives
like knowledge

Validation?

1 Knowledge
Crypto Agility

5 Algorithmic
Agility

2.4 2 System
Knowledge

4 System Agility

3 Process Agility
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Thank you!
Questions?
New perspectives?
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