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1 Introduction

This technical guideline provides recommendations for the secure operation of
an e-mobility charging infrastructure. The focus is on system security of the Elec-
tric Vehicle (EV) and Charge Point (CP) / Electric Vehicle Supply Equipment (EVSE),
with their respective communication control units, the Electric Vehicle Communi-
cation Controller (EVCC) and the Supply Equipment Communication Controller
(SECC), as well as the secure usage of their communication protocols. Both
systems are required to be equipped with a Hardware Security Module (HSM),
providing a hardware trust anchor for secure storage and usage of their cor-
responding private credentials. The trust anchor is also used to provide more
advanced security features like software integrity validation or secure firmware
updates. Additional recommendations are given, aiming to increase the security
of the communication between EVCC and SECC using ISO 15118 [10] as well as
the backend communication of the SECC.

1.1 Structure

The remainder of this technical guideline is structured as follows. In Section 2,
the scope is defined by describing the considered e-mobility architecture and rel-
evant roles with their functionalities. In addition, the considered threat model is
defined and topics which are out-of-scope of this guideline are listed. Section 3
and Section 4 list requirements for securing the EVCC and the SECC respectively.
These requirements are based on their ISO 15118 use cases and focus on provid-
ing system security (e.g., secure storage for private keys or verifying the integrity
of the local software state). Section 5 lists the requirements for an HSM inte-
grated in EVCC and SECC to act as a trust anchor for fulfilling the requirements
described in Section 3 and Section 4. In addition, a recommendation is given
how the ISO standardized Trusted Platform Module (TPM) 2.0 can be used as
HSM meeting the requirements. Section 6 lists requirements for securing the
ISO 15118 communication interface between EVCC and SECC with regard to
application and transport layer.

1.2 Key Words

The key words “MUST”,“MUST NOT”, “REQUIRED”, “SHALL”, “SHALL NOT”,
“SHOULD”, “SHOULD NOT”, “RECOMMENDED”, “MAY”, and “OPTIONAL” in
this document are to be interpreted as described in [1].
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2 Scope

This technical guideline defines technical requirements for providing system secu-
rity for the EV’s EVCC and the CP’s SECC and the communication between EVCC
and SECC using ISO 15118 [10] as well as the backend communication of the
SECC.

This section describes the considered e-mobility architecture in Section 2.1, the
relevant roles with their functionalities in Section 2.2, the assumed threat model
in Section 2.3, and the topics which are out-of-scope of this guideline in Sec-
tion 2.4.

2.1 Architecture

Figure 2.1 provides an overview of the e-mobility architecture and the commu-
nication links between the different actors, considered as basis for this technical
guideline. The EV and CP are each equipped with an HSM, providing the trust
anchor needed to match the security requirements of this guideline.

Figure 2.1: E-Mobility Architecture

The EVCC of the EV and the SECC of the CP communicate over the IF_EV_CP
interface using Power Line Communication (PLC) with each other. They employ
the ISO 15118 protocol [10, 11] to enable Plug-and-Charge (PnC), i.e., automatic
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2 Scope

authorization of the charging process with minimal user interaction. For this, the
EVCC is authenticated with a signature-based challenge-response mechanism,
using its contract credentials (private key and certificate). The EVCC initially re-
ceives provisioning credentials from it’s Original Equipment Manufacturer (OEM)
via the IF_EV_OEM interface. These credentials are later used to request new
contract credentials from a Mobility Operator (MO) after the customer (e.g., ve-
hicle owner) has concluded a charging contract with the MO. The requests are
sent over the CP, during an ISO 15118 communication session (before charging
authorization), and require the EV owner to haven a corresponding contract with
the MO. Responses are relayed over a Certificate Provisioning Service (CPS), re-
sponsible for validating their correctness and authenticity, and the CP back to the
EVCC. For management of the charging process, the EVCC communicates with
other EV internal controllers like the Battery Management System (BMS).

The CP’s SECC acts as the server in the ISO 15118 communication protocol.
ISO 15118 uses TLS 1.2 for confidentiality and integrity protection of its mes-
sages, as well as authentication of the SECC. The corresponding CP credentials,
i.e., TLS server certificate and respective private key, are installed by it’s Charge
Point Operator (CPO). Communication between the CP and the CPO backend
is handled using OCPP 1.6 [19] over the interface IF_CP_CPO. OCPP 1.6 also re-
lies on TLS for its security with unilateral, server-side authentication. Depending
on the OCPP variant, the CP is either authenticated using HTTP Basic in case of
OCPP1.6J [20] or a client certificate in case of OCPP1.6S [21].

Both, EVCC and SECC are connected to a HSM, which provides secure storage
for critical credentials, e.g., private keys, secure execution environment for critical
(cryptographic) operations, and enables additional security functionalities such as
measured boot.

2.2 Roles and Actors

The following list summarizes all relevant roles and defines their place within the
context of ISO 15118 and e-Mobility. The list is sorted in alphabetical order and
does not represent any kind of priority.

Battery Management System The Battery Management System (BMS) is part
of the EV and handles the management of the batteries within the EV. It
manages both electric and thermal functions and provides communication
between the battery system and the other EV controllers [10].

Charge Point Operator The Charge Point Operator (CPO) [11] is the entity that
operates and manages CPs. The CPO may also be the manufacturer of the
CP, but this task could also be off-loaded to an external CP manufacturer.
The on-site maintenance of CPs may also be off-loaded to an external
service provider as well. The CPO can also be split into Sub Operator and
Hub Operator [9] and is also referred to as EVSE Operator [10]. The role is
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2 Scope

also sometimes divided into the business operator and technical operator
role [6], which further emphasizes the off-loading aspect of manufacturing
and maintenance. The CPO is also responsible to operate and maintain
the so called CPO Sub-CA 1 and 2 Certificate Authority (CA)s, which are
necessary to generate the EVSE Leaf Certificates for the respective CPs
[11].

Central System The Central System (CPO Backend) (CS) describes the back end
of the CPO that a CP is connected to and communicates with [19]. The CS
manages and configures all CPs of a CPO and is used in case a CP is not
able to authenticate a customer (based on the contract certificate) and to
authorize a charging process remotely. After a charging process is finished,
the CS collects and compiles the measurements to charge the customer
directly or to generate a Charge Detail Record (CDR) in case the customer
has a contract with an MO other than the respective CPO of the CP. The
CS can also gather intermediate meter values as well and may also provide
additional services for a customer.

Certificate Provisioning Service The Certificate Provisioning Service (CPS) [11]
is necessary during the installation and update of contract certificates
within an EV. According to ISO 15118, it is a secondary actor which can
be taken over by a CPO, MO, or a third party provider [11]. The CPS is
equipped with a Leaf Prov Certificate and its respective chain up to a Prov
Sub-CA 1 certificate. In case a contract certificate is installed or updated,
the provisioning service is used to sign the contract certificate chain as
well as the encrypted private key, DH public key and E-Mobility Account
Identifier (EMAID) from the respective MO to enable the EV to verify the
integrity and authenticity of the aforementioned data. Before the data is
signed, the service also needs to verify the validity of the data provided
by the MO. Once the data is signed, the resulting response messages for
certificate update and installation are relayed to the EV [11].

Customer The Customer [6] is the entity that has a contract with an MO and
wants to charge an EV. While these could be single persons, it could also
be a business that owns a fleet of vehicles that are used by it’s employees.
In both cases the owners are also the owner of these EVs. In case of a
charging session, the customer is often also the EV driver, but in case of a
fleet, the customer may also provide identifiers to it’s employees that are
grouped under it’s own identifier to build a group [19]. The customer is
also referred to as E-Mobility Customer [6] or User [19].

Electric Vehicle The Electric Vehicle (EV) describes a typical vehicle that is owned
by an EV owner. The current EV driver at some point wants to charge the
EV at a CP [10, 19]. Once the EV is connected to the CP it will try to
communicate and charge using the protocol specified in ISO 15118 [11].
The EV is equipped with its own unique OEM Prov Certificate, a Contract
Certificate specifically issued to the EV owner, and several V2G Root Cer-
tificates (and possibly MO Root CA). The associated OEM is responsible to
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2 Scope

install the OEM Prov Certificate and is also responsible to manage the EV
in regards to certificate installation.

Electric Vehicle Communication Controller The Electric Vehicle Communica-
tion Controller (EVCC) is part of the EV and implements the ISO 15118
communication and all necessary utilities [10, 11].

Electric Vehicle Supply Equipment The Electric Vehicle Supply Equipment
(EVSE) is a different term to describe a CP for EVs [10, 19]. The EVSE is
equipped with a EVSE Leaf Certificate and the respective certificate chain
up to an CPO Sub CA-1 which is used to authenticate it to an EV. The
EVSE belongs to a specific CPO and is managed by it.

Mobility Operator The Mobility Operator (MO) [11, 6] is typically a service
provider that has a contract relationship with an EV owner that allows
the current EV driver to charge the EV at a CP. To charge the EV at the CP,
the CP must either belong to the MO or it must support the roaming sce-
nario. The MO can be an electricity provider or a general service provider
that is selling energy as an intermediary. The MO Sub-CA 1 and MO Sub-
CA 2 are also operated and maintained by the MO. These are necessary
to generate the contract certificate stored in the EV owner’s car to enable
ISO 15118 based communication and charging. The MO is also referred to
as Emobility Service Provider [9] which can be further separated into Sub
Providers and Hub Providers [9], or as an E-Mobility Operator [10].

Original Equipment Manufacturer The Original Equipment Manufacturer
(OEM) [10, 6] refers to the manufacturer of the EV. The OEM may also
optionally fulfil the role of an MO. The OEM is also responsible to oper-
ate and maintain the OEM SUB-CA 1 and OEM Sub-CA 2 CAs, which are
needed to generate the OEM Provisioning Certificate for the EV.

Supply Equipment Communication Controller The Supply Equipment Com-
munication Controller (SECC) belongs to the EVSE and implements the
ISO 15118 communication and all necessary utilities [10, 11]. It is also
sometimes referred to as Local Controller [19].

V2G Root-CA The Vehicle to Grid (V2G) Root CA is the main trust anchor of
the Public Key Infrastructure (PKI) defined by ISO 15118 [11]. The V2G
Root-CA is responsible to certify the Sub-CAs for CPOs and CPS Provider
and optionally certify MOs and OEMs as well. It is also certifying the On-
line Certificate Status Protocol (OCSP) Responder for the CPO Sub-CA 1.
While in general, a single central V2G Root-CA is preferred by [6], it can
be assumed that there are typically several active and valid V2G Root-CAs
available at once. These may be used to implement different regulatory
requirements for example. EVs are typically equipped with up to five differ-
ent V2G Root-CA certificates. This role may be assumed by governments,
third party suppliers or even groups of CPOs, OEMs, MOs, and Contract
Clearing House (CCH)s.
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2 Scope

2.3 Threat Model

The threat model addressed by this technical guideline considers a powerful at-
tacker who has a full physical access to the EV and can modify or replace its
components, install malicious firmware or outdated firmware with known vul-
nerabilities, and extract any stored information except when the data is tamper
protected, e.g., using a HSM. The attacker is trying to reach one or multiple of
the following goals:

• Extract, copy or duplicate the PnC credentials, i.e., the contract certificate
or OEM provisioning certificate together with their respective private keys.
The attacker can readout, intercept or duplicate the keys during the system
usage, deployment or using recorded messages by carrying out: (i) offline
attacks against Flash; (ii) online attacks against RAM; (iii) online attacks via
firmware exploits or firmware manipulation. Extracting these credentials
allows the attacker to gain unauthorized access to the charging infrastruc-
ture, impersonate the EV owned by the legitimate customer of the MO,
charge other EVs on behalf of this customer, or request new PnC creden-
tials; thus, invalidating the original ones.

• Extract intellectual property rights-related data and/or privacy sensitive in-
formation that stays persistent across firmware upgrades (e.g., a CPs au-
thorization cache). By installing manipulated or outdated, exploitable
firmware the attacker can readout these data, harming the manufactur-
ers intellectual property rights and/or the users privacy.

• Manipulate the system’s firmware or exchange its components in order to
change its behavior (e.g., enabling charging without authentication, send-
ing data to unauthorized third parties or providing falsified measurements).
Since charging and billing relies on the information provided by EV and CP
(e.g., charging control data, physical limits, charge plans, meter informa-
tion, CDRs), the attacker can abuse this to gain monetary benefits. A
manipulated firmware can also provide the attacker with remote access to
EVCC/SECC in order to, e.g., prepare a large scale attack on the grid.

2.4 Out-of-Scope

Within this technical guideline, we describe only specific aspects for securing an
EVCC of an EV, an SECC of a CP, and their communication. We assume that
appropriate additional measures are taken to address common security require-
ments, e.g., deactivation of default system passwords or enabling only necessary
services. Such requirements can be found for example in the PCI DSS specifica-
tion [22]. In addition, we assume that appropriate mechanisms for cybersecurity
risk management are deployed (cf. for example [17]).
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2 Scope

The backend of the e-mobility architecture (MO, CPS, and CS) and the EV’s OEM
are assumed to be secure and appropriate security mechanisms are deployed.
Thus, the provided data (e.g., firmware updates provided by the OEM) is con-
sidered trustworthy. Communication of the CP with the backend is assumed
to use the Open Charge Point Protocol (OCPP). Detailed security requirements
for other communication protocols (e.g., how to implement remote attestation)
are out-of-scope. Requirements for CP administration (e.g., access control) are
out-of-scope.

Changes to the ISO 15118 standard are out-of-scope. The only exception are op-
tional recommendations which extend the standard but can be easily supported
(e.g., TLS 1.3 instead of TLS 1.2 in Section 6.3) and the potentially increased size
of encrypted contract keys in Section 3.3.2 which is anyway usually not checked.
Changes to the e-mobility PKI of ISO 15118 as well as additional requirements
regarding certificate revocation are also out-of-scope.
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3 Requirements for the EVCC

3.1 Overview

The basic use cases which the requirements in this section are meant to secure are
listed in Section 3.2. They mainly consist of the installation of initial credentials
on the EVCC by its OEM during manufacturing, the provisioning of new creden-
tials before a charging process, and using the credentials for authentication of a
charging session.

Section 3.3 lists requirements for the EVCC regarding the security of these use
cases. The requirements ensure secure storage, provisioning, and usage of its
credentials, while also ensuring the integrity of the EVCC’s software state and
providing means for a secure firmware update.

3.2 Use Cases

The requirements for securing the EVCC are centered around its application for
ISO 15118 PnC sessions and are based on the following use cases:

• EV Initialization: During the manufacturing process, an EVCC receives
its provisioning credentials from the OEM. These credentials are later used
to request new contract credentials during an ISO 15118 communication
session.

• Contract Provisioning: For the provisioning of new contract credentials,
the EVCC sings a certificate request, that includes its current certificate,
using its current private key. This request is sent to the SECC from where
it is forwarded to the MO. The MO generates new contract credentials
and encrypts the new contract private key using the public key from the
EVCC’s old certificate. The new credentials are sent to the CPS where they
are validated and signed. The signed credentials are transmitted to the
SECC from where they are forwarded to the EVCC. The EVCC decrypts its
new contract private key and can use its new credentials for authorization
of ISO 15118 PnC sessions.

• Plug and Charge: If the identification mode PnC is chosen in an ISO
15118 communication session, the EVCC is authenticated via a challenge-
response mechanism. Therefore, the SECC sends a 16 byte nonce as a
challenge to the EVCC which has to sign the nonce using its private key
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3 Requirements for the EVCC

of the contract credentials. Charging is authorized after a successful val-
idation of the EVCC’s signature. During a charging session, the EVCC’s
contract credential private key might additionally be used for signing me-
tering receipts.

• Logging of Events: During its operation, the EVCC might create and
locally store different kinds of logging information. Some of these logs
could potentially include sensitive or privacy relevant data (e.g., a log with
the timestamps and charge point IDs of all EV charging processes which
could be used to create a movement profile of the customer).

3.3 Securing the EVCC

This section describes the requirements for an EVCC regarding the secure storage,
provisioning, and usage of its ISO 15118 PnC credentials. To ensure confidential-
ity and integrity of the EVCC’s private keys (used as PnC credentials) throughout
their entire life-cycle an HSM shall be used which meets the requirements de-
scribed in Section 5. In addition, keys shall only be usable if the EVCC is not
manipulated. Thus, key use shall be bound to the integrity of the EVCC’s local
software state.

3.3.1 Key Storage

During an ISO 15118 PnC charging session, the EVCC uses different keys for
authentication and confidentiality protection. The ISO 15118 defined EVCC key
pairs are:

OEM Provisioning Key: An EC key pair on the secp256r1 curve. It is installed
by the EV’s OEM during manufacturing. It is used to sign ISO 15118
requests for the installation of new PnC contract credentials (ECDSA-
SHA256) and to en-/decrypt the corresponding private contract keys (AES-
CBC-128 with session key from ECDH).

Contract Key(s): EC key pairs on the secp256r1 curve. They are generated by
the MO and installed using ISO 15118. They are used to sign ISO 15118
requests for the update of new PnC contract credentials (ECDSA-SHA256)
and to en-/decrypt the corresponding private contract keys (AES-CBC-128
with session key from ECDH). Additionally, they are used to sign ISO 15118
authorization and metering receipt requests (ECDSA-SHA256).

For protection against side-channel/run-time attacks, the EVCC’s private keys
used in ISO 15118, MUST be securely stored in an HSM. The AES session keys
MAY be used outside of the HSM but MUST be permanently deleted, after they
are no longer needed. The SHA256 hashes for the ECDSA signatures MAY be cal-
culated outside of the HSM, but the signatures themselves MUST be calculated
within it.
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3 Requirements for the EVCC

3.3.2 Key Provisioning

New contract keys, resulting from the ISO 15118 provisioning process (ei-
ther certificate installation or update), MUST be imported into the HSM for
secure, long-term storage. For this, the EVCC MUST possess a new EC
key pair (secp256r1 curve), in the following referred to as storage key. The
storage key MUST be stored in the HSM and its public portion MUST be
included as an octet string in the certificate of the OEM provisioning key,
in a non-critical X.509v3 extension. This extension MAY be a sequence of
multiple fields if more values need to be transmitted. For compatibility rea-
sons all actors SHOULD know and use the same OID for this extension. The
currently RECOMMENDED OID for this draft is 1.3.36.15.9.2.1.1 [iso(1)
identified-organization(3) teletrust(36) TeleTrusT
Identified Organisation (15) Fraunhofer Institute
for Secure Information Technology SIT (9) Security
Objects(2) KeyTypes(1) HSM-StorageKey(1)]. The resulting
certificate structure on the example of a provisioning certificate is shown in
Table 3.1. Here, extensions are marked with c for critical or nc for non-critical.

Table 3.1: Provisioning Certificate with Storage Key Extension

OEM Provisioning Certificate
Version: X.509v3 (0x2)

Serial Number: 12345 (0x3039)
Signature Algorithm: ecdsa-with-SHA256

Issuer: CN=OEMSubCA2, O=Orga, C=DE

Validity
Not Before: May 7 08:40:32 2019 GMT
Not After: May 6 08:40:32 2021 GMT

Subject: CN=PCID, O=Orga, DC=OEM
Subject
Public
Key Info

Public Key: OCTET STRING
Algorithm: id-ecPublicKey
Parameters: namedCurve secp256r1

X509v3
Exten-
sions

Basic
Constraints:c

CA:FALSE

Key Usage:c Digital Signature, Key Agreement
Subject Key
Identifier:nc keyIdentifier (SHA-1)

HSM
Extension:nc

EC Storage Key
512 bit OCTET STRING

O
PT

IO
N

A
L

...

Signature Algorithm: ecdsa-with-SHA256
Value: OCTET STRING

The storage key MUST be usable for a direct import of new, encrypted contract
keys into the HSM, i.e., decryption is handled internally by the HSM during the
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3 Requirements for the EVCC

import such that the contract key never leaves the HSM in unencrypted form. Ad-
ditionally, the storage key MUST NOT be usable for general-purpose decryption
of the contract keys, i.e., it SHALL NOT be possible to decrpyt contract keys with
the storage key without directly importing them.

An MO that receives an installation request for a new contract key with an OEM
provisioning certificate that includes the HSM extension MUST encrypt the new
contract key in such a way that enables the requesting EVCC to directly import
it into its HSM using the storage key. Any additional info that is needed by an
MO to encrypt the contract key for a specific HSM SHOULD also be included
in the HSM certificate extension. The MO MUST also include the HSM exten-
sion from the received provisioning certificate into the new contract certificate
using the same, non-critical X.509v3 extension. This enables the same process
for ISO 15118’s certificate update requests, where the EVCC sends it’s current
contract certificate, instead of the provisioning certificate, to the MO. An EVCC
that receives an installation response with a contract certificate that includes the
HSM extension MUST directly import the new contract key into its HSM using
its storage key. The same process MUST be used for certificate updates, i.e., the
MO copies the HSM extension of the old contract certificate to the new one and
the new contract key is encrypted/imported by the EVCC using the HSM storage
key.

If an MO receives a certificate request without the HSM extension they SHOULD
still generate a new contract key and encrypt it in the ISO 15118 defined way
– i.e., using the provisioning key in case of an installation or the contract key in
case of an update – in order to retain backwards compatibility with regard to
EVCCs. If an EVCC receives a certificate response without the HSM extension
they SHOULD still decrypt the new contract key in the ISO 15118 defined way
to retain backwards compatibility with regard to MOs. In the backwards com-
patibility cases, the EVCC MUST still import the decrypted contract key into its
HSM and permanently delete the version outside of the HSM as soon as possible.
Table 3.2 provides an overview of the resulting EVCC keys and their usage.

Table 3.2: EVCC Keys and Their Usage

Key Utilization

OEM Provisioning Key Signs contract installation request. Optionally
decrypts contract keys for backwards compati-
bility (installation).

Storage Key Decrypts contract key during direct import (in-
stallation & update).

Contract Key(s) Signs contract update, authorization and me-
tering receipt requests. Optionally decrypts con-
tract keys for backwards compatibility (update).
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Note: ISO 15118 restricts the length of the encrypted, contract private key in
certificate installation/update responses to a maximum of 48 bytes (cf. [11],
Annex C.6). Since encryption might require a specific structure in order to en-
able a direct import into the HSM, encrypted contract keys possibly exceed this
limit. As a result, even in the case where EV and MO support the direct import
mechanism, intermediate actors (CPS or CP) might still cause incompatibilities.
In this case, the MO MAY use the backwards compatibility mode as a fallback.

The EVCC’s keys in the HSM SHALL be saved in a hierarchy such that a subor-
dinate key can only be loaded and used by subsequently loading all keys above
it in the hierarchy. Hence, using a key MUST also require the respective autho-
rization for every previous key in the hierarchy. Usage of the storage key MUST
NOT be allowed without prior authorization (e.g., password based), in order to
prevent unauthorized access by arbitrary services running on the EVCC. Import-
ing a contract key MUST put it below the storage key in the hierarchy such that
using a contract key requires prior authorization for the storage key. The OEM
provisioning key MUST also be saved underneath the storage key.

Fig. 3.1 shows an example of the resulting key hierarchy. In the squared brackets,
information about the respective key’s usage is provided for the new storage key
as well as for the keys related to the PnC credentials as defined by ISO 15118.
The dashed line indicates that the MO does not support encrypting contract keys
for a direct import, and hence, the contract key was decrypted on the EVCC prior
to being imported it into its HSM.

Storage Key [RESTRICTED, DECRYPT ]

OEM Provisioning Key [SIGN, DECRYPT ]

Contract Key [SIGN, DECRYPT ]

Contract Key [SIGN, DECRYPT ]
(From Backwards Compatiblity)

Figure 3.1: HSM Key Hierarchy

Old contract keys SHOULD be deleted from the EVCC’s HSM once they are no
longer needed, i.e., the corresponding certificate is no longer valid or a new, valid
contract key is available.

3.3.3 Software Integrity with Secure Updates

Before every key installation and charging process, the integrity of the EVCC’s
software MUST be validated. Access to (private) keys shall only be possible if the
system is in a trustworthy state.
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3 Requirements for the EVCC

The private key of the contract credential MUST be bound to a trusted software
state, i.e., an authorization policy must be enforced which restricts access to the
key stored in the HSM to a list of known trusted software states. This MAY be
realized directly (for the actual authorization of the contract key) or indirectly
(for the authorization of any key above the contract key in the hierarchy). It is
RECOMMENDED to achieve the binding to a trusted software state by:

1. providing a digitally signed, trusted software state alongside every
software-version

2. providing the respective public key to validate this signature in an authen-
ticity protected manner to the EVCC

3. binding the use of the contract key (either direct or indirect) to the com-
parison of any authenticated software state (proven to be authentic by the
validation of its signature) to the locally measured state.

Since the contract key is usable with any authenticated software state, this
method allows for secure software updates without any changes to the contract
key as long as a new, signed state is provided.

To also thwart downgrade attacks, the contract key SHOULD additionally be
bound (either direct or indirect) to a comparison of the current firmware version
to a monotonically increasing counter maintained by the HSM. At any firmware
upgrade, the counter is increased to the new version number and authorization
for the contract key requires the current firmware version to be greater or equal
to the value of the counter.

Since other EV components, apart from the EVCC, are involved in the charging
process (e.g., the BMS), the state of these components SHOULD also be validated
before authorization of a charging process. This SHOULD be done by additionally
binding the authorization of the contract key (either direct or indirect) to the
validation of a signature of all these components. For this, a simple challenge-
response protocol MAY be used. If this is the case, the challenge MUST be a
random nonce and the response a signature over this nonce. The nonce MUST
be generated using a random number generator compliant with functionality
class NTG.1, PTG.3, or DRG.4 according to [24].

If other components are involved in the authorization of the contract key based
on their signature, the respective private keys, used in the generation of these
signatures, SHOULD be securely stored in HSMs. The usage of these keys MAY
again be bound to the respective, local software states.

An ISO 15118 charging session is authorized with a signature by the contract
key. Hence, authorization for this session is also bound to the authorization of
the contract key. Because the contract key is underneath the storage key in the
hierarchy, it is required to first provide authorization for the storage key in order
to use the contract key. Hence, by binding the storage key to the local software
state, the contract key is indirectly bound to the same restrictions and with that
also the authorization for the charging process. As a result, the direct and indirect
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method both ensure that the integrity EVCC’s software state is always validated
before a charging session is authorized.

As the OEM provisioning key can be used to request new contract keys, its usage
MUST also be bound to the same authorization mechanisms as the contract key.
This MAY again be realized directly (for the actual authorization of the provision-
ing key) or indirectly (for the authorization of any key above the provisioning key
in the hierarchy). The binding to other EV components via a validation of their
signatures MAY be omitted for the provisioning key.

3.3.4 Data at Rest Encryption

If the EVCC stores sensitive and/or privacy relevant logging information, its local
storage MUST be encrypted and access to this data shall only be allowed to
authenticated and authorized entities. The used keys MUST be protected by
the EVCC’s HSM. Authorization for the usage of the keys SHOULD be bound to
the integrity of the local software state. Hence, if the system is compromised,
the keys used to seal the privacy relevant information is no longer accessible.
The authorization of the keys MAY be extended to protect against downgrade
attacks, using the same method described in Section 3.3.3.

In the case where the EVCC saves security relevant logs that are not privacy rel-
evant, these specific files SHOULD be only authenticity protected, using digital
signatures, and not encrypted such that they are still accessible for forensic anal-
ysis in the case of a security incident. If this mechanism is used, the respective
public key MUST be known to whoever is responsible for evaluating these logs so
that they can validate their authenticity and the private key MUST be stored on
the EVCC’s HSM. Authorization for this key SHOULD be bound to the integrity
of the local software state and MAY be extended to protect against downgrade
attacks, using the same method described in Section 3.3.3.

Regarding the keys used for data at rest encryption/signatures, the general rec-
ommendations from [4] apply.
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4 Requirements for the SECC

4.1 Overview

The basic use cases which the requirements in this section are meant to secure are
listed in Section 4.2. They mainly consist of the installation of initial credentials
on the SECC by its respective CPO, the SECC’s role in ISO 15118 communication
sessions, its backend communication and its local data storage. Section 4.3 lists
requirements for the SECC regarding the security of these use cases. The require-
ments ensure a secure storage and usage of its credentials used for ISO 15118
and backend communication. Additionally, they provide a means for a CPO to
validate the SECC’s local software state via remote attestation over OCPP and
a secure firmware update mechanism, while also ensuring confidentiality of its
locally stored data.

4.2 Use Cases

The requirements for securing the SECC are centered around its role as server for
ISO 15118 sessions and its communication with the CPO backend using OCPP.
They are based on the following use cases:

• CP Initialization: Prior to its deployment, the CP’s SECC is installed with
the credentials required to authenticate itself towards an EVCC and the
CPO backend.

• ISO 15118 Sessions: The SECC assumes the role of the server in ISO
15118 sessions and the underlying TLS connections. It authenticates itself
towards the EVCC via the TLS handshake. During an ISO 15118 session,
the SECC is responsible for session management, charging parameter ne-
gotiation, and validation of the authenticity of the EVCC requesting the
charge. It also handles the necessary backend communication including
checking if the authenticated EVCC is authorized to charge, transmitting
necessary billing information, and forwarding certificate requests and re-
sponse for contract credential installation.

• OCPP Backend Communication: The SECC uses OCPP [19] for commu-
nication with the backend infrastructure. OCPP supports usage of a secure
TLS channel, where the backend server is authenticated during the TLS
handshake. The SECC is authenticated either during the TLS handshake or
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afterwards using HTTP basic. Backend communication is used for support-
ing the charging sessions (e.g., to check for charging authorization) and
charge point management (e.g., remote firmware updates).

• Local Authorization: In certain situations the CP might authorize a charg-
ing process without communication with the backend (cf. [19] Section 3.4).
For this, it maintains an authorization cache and/or a local authorization
list. The authorization cache saves identifiers that were previously autho-
rized by the backend. The local authorization list is sent by the backend
and contains identifiers with their authorization status.

• Logging of Events: During its operation, the SECC might create and lo-
cally store different kinds of logging information. Some of these logs could
potentially include sensitive or privacy relevant data (e.g., the authorization
cache).

4.3 Securing the SECC

This section describes the requirements for an SECC regarding secure communi-
cation with the CPO backend over OCPP 1.6 [19, 20, 21] and secure storage of
its OCPP and ISO 15118 credentials. Furthermore, requirements for the SECC
for proving its software integrity based on remote attestation and for the secure
storage of sensitive or privacy relevant data are provided. Independent of the
used protocol, the communication between SECC and CPO backend MUST be
secured (e.g., by using an IPSec VPN following the recommendations from [7])
and the SECC’s private keys MUST be securely stored in an HSM meeting the
requirements described in Section 5. For the rest of this section, the communica-
tion with the backend is assumed to use OCPP 1.6. Regarding the TLS connection
underlying the OCPP 1.6 communication channel the general recommendations
from [5] apply.

4.3.1 Deviations from the OCPP 1.6 Specification

While OCPP 1.6 defines some security mechanisms as optional, they are manda-
tory to meet the security goals of this technical guideline. These reinforced re-
quirements are as follows:

• The use of TLS 1.2 or a higher version is REQUIRED.

• The use of TLS certificate based server authentication is REQUIRED.

• The key size of TLS RSA server certificates MUST be at least 2048 bits.

• The chosen cipher suit MUST be one of the recommended suites from [5].

• Cipher suites offering perfect forward secrecy MUST be preferred over
ones that do not.
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• Charge point authentication is REQUIRED.

• If charge point authentication is implemented using TLS client certificates,
the general recommendations from [4] apply regarding the corresponding
private key.

• Transport layer security for file transfer (firmware download or diagnostics
upload) is REQUIRED (i.e., FTPS or HTTPS).

4.3.2 Key Storage

For protection against side-channel/run-time attacks, the private keys used to
establish the ISO 15118 TLS connection MUST be securely stored on an HSM.

Client authentication in OCPP 1.6 uses either HTTP basic (OCPP1.6J [20]) or a TLS
client certificate (OCPP1.6S [21]). The respective private values, i.e., 20 byte au-
thorization key used for HTTP basic or the private key corresponding to the client
certificate MUST be securely stored in an HSM which meets the requirements
defined in Section 5.

4.3.3 Remote Attestation

To prove its software integrity to the CPO, the SECC MUST offer a remote attes-
tation mechanism. The required messages SHOULD be implemented using the
OCPP 1.6 DataTransfer request and response messages, i.e., the CPO sends a
128 bit nonce in the DataTransfer request and the SECC sends its authenticity
protected measurement (e.g., signed hash of its software state and the nonce)
in the DataTransfer response. The nonce MUST be generated using a random
number generator compliant with functionality class NTG.1, PTG.3, or DRG.4 ac-
cording to [24]. The CPO MUST securely store every possible, trusted software
state of its respective charge points in order to verify if the received measurement
indicates a trusted state.

The SECC’s local software state MUST be measured in a measured boot. Op-
tionally, measured boot MAY be replaced with a secure boot. The key used to
provide authenticity protection of the measurements MUST be securely stored in
the SECC’s HSM and the key used to verify the authenticity MUST be announced
to the CPO in an authentic manner and in case of a symmetric key also confi-
dentiality protected. Regarding the key used to provide authenticity protection
of the measurements, the general recommendations from [4] apply.

In case of measured boot, the CPO MUST perform a remote attestation of its
charge points after every boot. To avoid the charge point sending more messages
before its state has been verified, remote attestation SHOULD be performed be-
fore accepting the charge point’s BootNotification. For this, the first BootNoti-
fication request from a charge point SHOULD be answered with the response
Pending and an appropriate timeout for the next request. After this response,
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the CPO requests the remote attestation using the DataTransfer message. Fu-
ture BootNotifications should only be accepted after successful validation of the
charge point’s software state and rejected otherwise. The relevant steps for the
described process of remote attestation after boot are shown in Figure 4.1.

Charge Point Central System

BootNotification.req()

BootNotification.conf(Pending)

DataTransfer.req(“DoAttest”, Nonce)

genAttest(Nonce, State, Key)

DataTransfer.conf(Attest)

Verify Authenticity &
Validate State

BootNotification.req()

BootNotification.conf(Accepted)

Figure 4.1: Remote Attestation over OCPP after Charge Point Reboot

However, since OCPP allows omitting the BootNotification on connection re-
establishment [20, 21], the CPO might not know if the charge point has re-
booted. For this reason, the CPO SHOULD perform a remote attestation of its
charge points periodically. If the remote attestation of a charge point reveals an
error, either because the software state is not trusted or the charge point failed
to respond to multiple attestation requests in a row, the fault MUST be fixed
without undue delay. If an error is reveled, the CPO MAY also treat the charge
point’s messages differently, e.g., by denying its boot notification, authorization
and start transaction requests, until the next successful remote attestation.

4.3.4 Data at Rest Encryption

Since charge points save sensitive and privacy relevant data (e.g., the authoriza-
tion cache or the local authorization list), their local storage MUST be encrypted
and access to this data shall only be allowed to authenticated and authorized
entities. The used keys MUST be protected by the EVCC’s HSM. Authorization
for the usage of the keys SHALL be bound to the integrity of the local software
state. To enable secure firmware updates without the need to change the key,
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this SHOULD be achieved similarly to the method described in Section 3.3.3, i.e.,
by binding it to any signed software state verifiable with a predefined public
key. Also, the secret key SHOULD additionally be bound to a comparison of the
current firmware version to a monotonically increasing counter (increased to the
highest, valid firmware version) in order to provide downgrade protection.

In case the SECC stores security relevant logs, which are not privacy relevant,
only integrity and authenticity MUST be ensured using digital signatures. The log
data does not have to be encrypted in this case but must be accessible in the
case of a security incident. If this mechanism is used, the respective public key
MUST be known to whoever is responsible for evaluating these logs so that they
can validate their integrity and authenticity. The private key MUST be stored in
the SECC’s HSM and access must be bound to the integrity of the local software
state. For this, the methods allowing for secure firmware updates while providing
downgrade protection are RECOMMENDED.

For the keys used for data at rest encryption/signatures, the general recommen-
dations from [4] apply.
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5 Requirements for the HSM used by EVCC and SECC

5.1 Overview

The HSM used by EVCC and SECC SHALL meet the security requirements de-
fined in [8]. This document proposes a protection profile for the security module
for the electric vehicle charging system and defines security objectives as well as
security requirements, which shall be met by HSMs used by EVCCs and SECCs.
Section 5.2 summarizes and specifies the relevant requirements for an HSM to
comply with the use cases and requirements of Section 3, Section 4, and Sec-
tion 6. Section 5.3 provides recommendations for implementing these require-
ments.

5.2 HSM Requirements

EVCC and SECC: The HSMs of both, EVCC and SECC are used for the secure,
long-term storage of their credentials. For this, both HSMs MUST offer an Root
of Trust for Storage (RTS) and MUST at least be certified under Common Criteria
EAL 4. To enable all ISO 15118 functionality, both HSMs MUST offer support for
EC keys on the secp256r1 curve (32 byte private keys) as well as the ECDH and
ECDSA algorithms.

To provide integrity protection of the EVCC’s and SECC’s software, both HSMs
MUST support a method for measuring the local software state during a mea-
sured boot, providing a Root of Trust for Measurement (RTM). Also, the autho-
rization for usage of a key MUST be able to be bound to a trusted software state.
To enable software updates without a need to change this key, the binding to
software states SHOULD be possible via a public key used to validate the authen-
ticity of any provided state which the locally measured state is then compared
against. For downgrade protection, the HSMs MAY offer support for monotoni-
cally increasing counters and the possibility to bind authorizations to a compari-
son with the counter value.

EVCC: The EVCC’s HSM SHALL support the ordering of its keys in a hierarchy
such that a subordinate key can only be loaded and used by subsequently loading
all keys above it in the hierarchy. Additionally, the HSM MUST be able to restrict
the usage of its keys to authorized entities based on some kind of authorization
mechanism (e.g., password based). Using a key MUST require authorization for
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this key as well as all the respective authorizations for every previous key in the
hierarchy.

For the provisioning of contract credentials, the EVCC’s HSM is REQUIRED to
offer a direct import functionality for encrypted contract keys, i.e., decryption
is handled internally by the HSM during the import, such that the contract key
never leaves the HSM in unencrypted form. Also, the EVCC’S HSM MUST support
the ability to restrict the storage keys potential for general-purpose decryption so
that it is not possible to decrypt contract keys without directly importing them.

In order to also bind the usage of the EVCC’s contract keys to any other com-
ponents involved in the charging process, the EVCC’s HSM SHOULD support
binding the authorization for key usage to the validation of an externally created
signature.

SECC: For storage of the SECC’s OCPP credentials, the HSM of a charge point
supporting OCPP1.6J MUST provide secure storage of arbitrary 20 byte strings
(either directly in the HSM or externally by sealing it with a key stored in the
HSM). The SECC’s HSM of a charge point supporting OCPP1.6S MAY need to
offer support for additional algorithms from [4], in order to offer secure storage
and usage of the SECC’s private key used for client authentication during the TLS
handshake.

To enable remote attestation, the SECC’s HSM MUST, in addition to the RTM,
provide a Root of Trust for Reporting (RTR) or work with an external RTR to prove
the authenticity of its measurements to the CPO. The HSM MUST offer secure
storage for the key used to provide authenticity protection of the measurements
during remote attestation. For this, the SECC’s HSM MAY need to offer support
for additional algorithms from [4]. Optionally, the measured boot requirement of
the SECC’s HSM MAY be replaced with a secure boot.

5.3 Recommended HSM Implementation

To meet the requirements from Section 5.2 it is RECOMMENDED to use a hard-
ware implementation of an HSM according to ISO 11889 [15, 12, 13, 14], the
international standard for a TPM 2.0, or an HSM providing comparable function-
ality. ISO 11889 suits all mandatory and optional requirements for an HSM for
both EVCC and SECC as follows:

• It offers RTM, RTS, and RTR (cf. [15] Section 9.4).

• Hardware TPM 2.0 implementations exist, which are certified according to
Common Criteria with assurance level EAL 4 or higher (e.g., [2, 3] with
EAL 4+).

• It supports the secp256r1 ECC curve (cf. [12] Section 7.4, called TPM_-
ECC_NIST_P256 which is equivalent to secp256r1 [18]).
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• It meets the requirements for measured / secure boot (cf. [15] Sec-
tion 9.5.5).

• It supports binding a key to the local software state (cf. [13] Section 24.6).

• It supports binding a key to a public key used to validate the authenticity
of any provided state (cf. [13] Section 24.16).

• It offers monotonically increasing counters (cf. [13] Section 32.2).

• It supports binding a key to a comparison with a counter value (cf. [13]
Section 24.9).

• It supports restricting key usage to authorized entities (cf. [15] Sec-
tion 19.6.4).

• It supports ordering keys in a hierarchy such that loading a subordinate
key requires subsequently loading and providing authorization for all keys
above it in the hierarchy (cf. [15] Section 23).

• It offers a direct import functionality (cf. [13] Section 14.3).

• It supports restricting a key’s potential for general-purpose decryption (cf.
[15] Section 25.1.5).

• It supports binding the authorization for key usage to the validation of a
signature (cf. [13] Section 24.3).

• It supports binding the authorization for key usage to multiple authoriza-
tion mechanisms (cf. [15] Section 19.7).

• It supports sealing of arbitrary data (cf. [13] Section 13.1).

• It supports remote attestation (cf. [13] Section 19.4).

• Regarding the SECC’s keys used for client authentication during the
OCPP1.6S TLS handshake and for authentication of its remote attestations,
ISO 11889 supports many of the algorithms, key lengths, and parameters
recommended by [4] (cf. [12] Section 7.3).
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6 Requirements for the ISO 15118 communication
between EVCC and SECC

6.1 Overview

The basic use cases which the requirements in this section are meant to secure
are listed in Section 6.2. They mainly consist of the establishment of a secure
communication channel using the TLS protocol, the authentication of the SECC
during the TLS handshake, and the authentication of the EVCC on application
layer. Section 6.3 lists requirements for the EVCC and SECC regarding the secu-
rity of these use cases. The requirements ensure a secure establishment of the
communication session and secure storage and usage of the involved credentials.

6.2 Use Cases

The requirements for securing the communication interface between EVCC and
SECC are centered around the ISO 15118 specification and based on the follow-
ing use cases:

• TLS Channel Establishment: TLS is mandatory for the ISO 15118 PnC
identification mode. The TLS handshake uses unilateral, server-side authen-
tication. For this, the SECC’s leaf certificate traces back to the V2G root
certificate, preinstalled in the EVCC. After the TLS communication channel
is established, all ISO 15118 communication is sent via the TLS tunnel, i.e.,
authenticity, integrity, and confidentiality are protected using the derived
session keys.

• EVCC Authentication: The EVCC is authenticated during an ISO 15118
communication session, using an application layer challenge-response
mechanism. The SECC sends a challenge to the EVCC. The EVCC uses
its contract certificate private key to sign the provided challenge and sends
the response back to the SECC. The SECC validates the signature using the
public key of of the contract certificate (and checks the validity of the cer-
tificate with its chain if not done before). During the charging session, the
EVCC signs metering receipts at the SECC’s request, also using its contract
certificate private key.
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6.3 Securing the EVCC-SECC Interface

Regarding the TLS connection, underlying the ISO 15118 communication chan-
nel, the general recommendations from [5] apply. For protection against side-
channel/run-time attacks, the SECC’s private key used to establish the ISO 15118
TLS 1.2 connection MUST be securely stored in its HSM. ISO 15118 uses a uni-
lateral, server-side TLS authentication with the cipher suites (cf. [11] Section
7.7.3.4):

1. TLS_ECDH_ECDSA_WITH_AES_128_CBC_SHA256

2. TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256.

While SECC’s MUST support both versions to accommodate for legacy systems,
EVCC’s SHOULD only support the second variant, with ECDHE for key agreement,
since it is the only one providing perfect forward secrecy (cf. [5] Section 3.3.1.1).
In case where EVCC and SECC each support both versions, the second one MUST
always be preferred. Due to their short lifespan, the ephemeral EC and AES
session keys MAY be used outside of the HSM. However, ephemeral and session
keys MUST be permanently deleted as soon as they are no longer needed.

Since ISO 15118 uses no client side TLS authentication, none of the EVCC’s static
private keys are involved in the TLS connection. Hence, only short lived session
keys are used and there are no additional requirement towards the EVCC’s HSM
with regard to the TLS connection. The EVCC’s credentials used during the ISO
15118 session (e.g., for PnC authentication or authentication of certificate re-
quests) MUST be securely stored in its HSM.

The current draft for the second edition of ISO 15118, ISO 15118-20, changes
the used block cipher mode of operation in the TLS cipher suites from CBC to
GCM [16]. Hence, the new cipher suites are (cf. [16] Section 7.7.3.4):

1. TLS_ECDH_ECDSA_WITH_AES_128_GCM_SHA256

2. TLS_ECDHE_ECDSA_WITH_AES_128_GCM_SHA256.

Since the second cipher suite is fully compatible with TLS 1.3 [23] and ISO 15118-
20 explicitly allows the optional support of TLS versions higher than 1.2 (cf. [16]
Requirement V2G2-ED2-1521), changing from TLS 1.2 to TLS 1.3 is easily possi-
ble by using the following TLS 1.3 cipher suite:

• TLS_AES_128_GCM_SHA256

and setting the following values in the extensions:

• ecdsa_secp256r1_sha256 (signature_algorithms extension)

• secp256r1 (for ECDHE in supported_groups extension).
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6 Requirements for the ISO 15118 communication between EVCC and SECC

While EVCC and SECC MUST still offer support for TLS version 1.2 in order to
meet the ISO 15118 requirements, it is RECOMMENDED that they additionally
support TLS 1.3. It is also RECOMMENDED to use TLS 1.3 instead of TLS 1.2 for
the ISO 15118 communication whenever possible. If TLS 1.3 is used, the general
recommendations from [5] apply and the SECC’s private key used to establish the
TLS 1.3 connection MUST be securely stored in its HSM.
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