APPICAPTOR

FRAMEWORK FOR APP ANALYSES

Which apps are your employees allowed to install on compa-
ny tablets and smartphones? Allowing your employees to
use apps indiscriminately jeopardizes your company’s securi-
ty. The lack of sufficient IT security expertise among many
app developers often leads to unintended security gaps. Alt-
hough the various app stores check for malware, they do not
consider the specific app security features and their correct
implementation. To address this issue, Fraunhofer SIT as de-
veloped »Appicaptor«, an automated analysis framework
that assesses whether apps comply with customer-specific IT
security policies.

For companies and public authorities, mobile devices offer flexibili-
ty but also present considerable risks. Untested apps pose a major
threat. They often contain security vulnerabilities or flawed imple-
mentation of basic security features. For greater efficiency, many
app developers rely on third-party components, which can cause
errors to spread across numerous applications. Cybercriminals can
exploit these vulnerabilities in a targeted manner, for example to
steal passwords or access sensitive business information. Because
widely used apps with poor security are easier to exploit than
distributing malicious software directly, even popular apps may
present significant risks to enterprises and government agencies.
At the same time, the demands for protecting sensitive data are
increasing.

Security check for iOS and Android Apps

»Appicaptor« generates a detailed security report for every cus-
tomer and every app, tailored to the organization’s specific requi-
rements. The analyses run automatically and combine advanced
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static analyses of the app binary files and dynamic analyses on
physical end devices to detect security-related implementation
errors, vulnerabilities or risky behaviour. Whenever gaps are iden-
tified, the system issues warnings and verifies compliance with
customer policies.

Name Insecure PDF-Viewer
App Type  File Viewer
Platform  i0OS
Internal Name

com.company.insecure.pdf

Version  12.1.3

Vendor  Example Inc.
Appstore URL  https://apps.apple.com/de/app/insecurepdf/
id1231231237?mt=8&uo=4
F1A1 45FF 9180 8A86 1B04 D224 3277 7F54 1BFB 29CA
4868 D116E4A6 8619 173F 2297

Blacklisted

A

SHA 256

Risks

X Violations of default policy

* Detected risks are not compliant to security policy requirements for apps
managing files.

® Enterprise documents maybe at risk in a lost device scenario.

e Enterprise documents maybe at risk during communication processes with
external entities.

A App risks for enterprise usage

Possible flaw: Use of insecure methods to secure communication with SSL/TLS.
Common source for flawed communication protection that are vulnerable to
man-in-the-middle attacks.

Possible flaw: Unintended use of insecure HTTP protocol for transmissions of
parameters to servers capable of HTTPS.

Data Protection: App disables iOS default data protection at least in one case
and can handle office files, which poses a potential risk as the storage of
corporate data is protected lesser than needed for sufficiently targeting the
lost device scenario.

Advertisement/Tracking: App uses more than 5 advertisement and tracking
providers.

App security rating of an example app in the »Appicaptor« web interface



»Appicaptor« detects relevant app risks in areas such as communi-
cation, data usage, input interfaces, privacy and runtime security.
Based on app store descriptions, » Appicaptor« also classifies ap-
plications (e.qg. file viewer, organizer, password manager) to assess
their primary security-critical functions. The risks posed by each
application are determined on the basis of this app classification
using the security properties detected by » Appicaptor« and evalu-
ated in terms of the respective requirements.

Companies can either use » Appicaptor’s« standard evaluation
criteria or define custom rules that reflect their internal IT security
policies for denylisting or allowlisting apps. This allows the evalua-
tion of the analysis results to be configured individually. More than
100 parameters can be configured for denylisting or allowlisting
apps. These lists can then be synchronised directly with enterprise
management systems.

Current security assessments for mobile apps

With »Appicaptor« , Fraunhofer SIT operates an app analysis frame-
work for automated app analyses. Since apps are updated regularly
and new vulnerabilities are discovered continuously, » Appicaptor«
periodically revises its security assessments, evaluating the security
properties based on the latest technical knowledge.

»Appicaptor« generates a security quality report for each app,
which can be accessed through a web interface or exported as a
PDF to document the security status of an app at a specific point in
time. XML data and a REST API are also available for integration
into individual software-controlled processes.

Introduced in 2014, »Appicaptor« has been continuously refined to
detect new threats, such as changes to security-relevant APIs of the
mobile operating system platforms iOS and Android in apps. This
ongoing development of the analyses enables companies and orga-
nizations to meet the growing and changing requirements of mobi-
le security and ensures that organizations receive reliable, up-to-
date assessments of app security quality.

Data protection is a central concern: the »Appicaptor« infrastruc-

ture is operated exclusively in Germany by Fraunhofer SIT, ensuring
that processing data remains within a secure and legally regulated
environment.

Operation

B Automated IT security analyses for iOS and Android

B Search for implementation errors in IT security-critical app fea-
tures

B Detection of access to sensitive user data/processes

B Specific evaluation of the analysis results depending on
customer-specific IT security requirements

Advantages

B Assessment of general app security quality

B Support in risk assessment of apps and in compliance with re-
gulations

B App search depending on functionality and IT security require-
ments

B Creation of app denylists and allowlists for enterprise manage-
ment systems

B Integration of results into enterprise management systems

B Comprehensive statistics display in web front end and direct API
integration into company/authority processes

B Reporting of critical app weaknesses to app manufacturers via
»Appicaptor« (manufacturer feedback)

Range of services

B Conducting app tests with cyclical updates of the respective
app security assessment

B Checking individual specifications depending on the app
classification regarding app behaviour and IT security require-
ments

B Recommendation for the use of secure apps according to
customer-specific functionality and security requirements

Your way to » Appicaptor«

B Arrange an appointment for a live demo and test »Appi-
captor« for your usage scenario with no obligation

B Request a personalised offer

appicaptor@sit.fraunhofer.de

Investment in your Future
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