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App Vul. Version Company Fixed ? 
Retested 
Version 

Fixed 
Version 

Vulnerability Details 

A.T.U 2.7.1 Auto Teile Unger GmbH yes 3.0.4 3.0.3 Login credentials and traffic can be observed 

Amazon MP3 2.8.1 Amazon Mobile LLC yes 3.0.2 3.0.2 
User input from a special login form (after the 
normal login) and credit card information can 
be observed.  

Banking 1.0.4 
Volkswagen Financial 
Services AG 

yes 1.1 1.1 
Login credentials can be observed. 

ChatON 2.7.103 
Samsung Electronics 
GmbH 

yes 3.2.115 3.2.115 Login credentials can be observed 

Fancy 2.26.1 Fancy yes 2.42.1 2.42.1 
Login credentials for VK (vkontakte.ru), 
Renren and Weibo plugins can be observed. 

Flickr 2.1.1 
Yahoo! Deutschland 
GmbH 

yes 2.1.3 2.1.3 

Login credentials for Google account (at 
login), Twitter (for sharing), Tumblr (for 
sharing) and Yahoo! Account (after you 
logged in with your Google account and then 
connect the accounts) can be observed. User 
input from registration form can be observed. 

Google Offers 1.8.1 Google Inc yes 2.0.1 2.0.1 
Some encrypted content can be observed 
(views of the promotional campaigns). 

HamburgerSV 1.3.2 Hamburger SV yes 1.3.3 1.3.3 
User input for Facebook login/ registration 
and Twitter login/ registration can be 
observed. 



Kingsoft Office 
(MultiLan) 

5.6.1 Kingsoft Office Soft. C. yes 5.8.0.1 5.8.0.11 
Login credentials for DropBox and Goolge 
Drive plugins can be observed. 

Lidl 1.0.4 Lidl Dienstleistung GmbH yes 1.0.11 1.0.11 
Login credentials and user input in 
registration form can be observed. 

Mein BASE 2.1 E-Plus Service GmbH yes 2.3 2.3 

User input for password recovery (phone 
number) and registration (phone number, 
username*, password*) can be observed. 

*not approved due to a missing BASE phone 
number 

Music 1.3.13 
Telekom Deutschland 
GmbH 

currently 
out of 
market 

 

 

Login credentials for Telekom online service 
center can be observed. Service will be closed 
on 3rd of December. 

OfficeSuite Viewer 
7+ PDF&HD 

7.2.1336 Mobisystems yes 7.3.1543 7.3.1543 
Login credentials for Microsoft SkyDrive can 
be observed. 

SPIEGEL ONLINE 2.0.40 SPIEGELnet GmbH yes 2.1.43 2.1.43 User input from registration can be observed. 

Tchibo 1.3 Tchibo GmbH yes 1.5 1.5 
User input from registration, shopping cart 
redeeming vouchers) and login at checkout 
can be observed.  

Yahoo Mail 3.0.3 
Yahoo! Deutschland 
GmbH 

yes 3.0.12 3.0.12 
User input from registration form can be 
observed. 

 

                                                            
1 Will be released soon. 


