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Who Am I?

4th year PhD Student at TU Darmstadt

Researcher at Fraunhofer SIT

B Research interests:
Static analysis

IT security

B Community service
Reviewer for conferences & journals

Maintainer of Soot and FlowDroid
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The Android Ecosystem (1)
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The Android Ecosystem (2)

amazon underground > Google play

 ZEmiE B EE
éﬁﬁ;kigm Yandex | sw- E BEFIEF
\/ spe
YL = et

w EZ LT SHT. BpR A

appstore.huawei.com

\

~ Fraunhofer

SIT

© Fraunhofer

Partner in °..% CRISP
..Q... Qenter folr Researgh



The Android Ecosystem (3)
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Android Black-Box App Analysis
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Codelnspect At A Glance (1)

» Based on Eclipse RCP

«  Work as you would on source code in Eclipse

Navigate through the code
Add, change, and remove code
Inject arbitrary Java code

Start and debug your app

Inspect and change runtime values

(L

0

Partner in

‘. CRISP
* Center for Research

in Security and Privacy

@

Z

Fraunhofer

SIT



Codelnspect At A Glance

{0, workspace - Codelnspect - malware.apk/Sources/com.kakaka/AdminReceiverjimple - Codelnspect
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v [ malware.apk

B\, JRE System Library [Software]

(% Java-Sources

B\, Referenced Libraries

(= additional

[ assets

(= classfiles

(= lib

& res

v [ Sources

i android.support.ad.accessibilityservice
# android.suppertad.app
3 android.support.xd.content
3 android.supportvd.content.pm
3 android.support.xd.database
3 android.supportvd.net
3 android.supportad.os
3 android.support.vd.util
# android.supportaxd.view
i android.support.ud.view.accessibility
3 android.supportvd.widget
i com.android.intemal telephony
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3 com.googlecode.androidannotations.annotations.rest
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8 com.googlecode.androidannotations.api.sharedpreferences
v i comkekaka
AdminReceiver.jimple
AlarmReceiverjimple
AlertDialogFragment_jimple
AlertDizlogFragment_§1jimple
AlertDialogFragment_$FragmentBuilder_jimple
[4) AlertDizlogFragmentjimple
AlertDialogFragmentS1.jimple
BootReceiver jimple
BuildConfigjimple
CommandManagerjimple
Constants jimple
MainActivity_jimple
MainActivity_SIntentBuilder_jimple
MainActivity jimple
MainActivity$1 jimple
MainActivityS 151 jimple
MainService jimple
MainService$ jimple
MainServiceS2.jimple
MainService$AlarmReceiverjimple
Registration_jimple
Registrationjimple
RegistrationManager_jimple
RegistrationManagerjimple
ShutdownReceiverjimple
SmsHandlerFactory_jimple
SmsHandlerFactory jimple
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~ (9 com.kakaka.AdminReceiver

@ void <init>()
void enDisabled(Context, Intent)
void onEnabled(Context, Intent)
wvoid enReceive(Context, Intent)

®0 @

|2 sourc.. [t Variab... |7 Search | % Type... |o22 Call Hi.. |22 LogCat 22 | g Progr.. | = O

[Search for messages. Accepts Java regexes. Prefix with pick, app, tag: orte| [verbose | Rl
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AdminReceiverjimple I
~ 1@ fimport android.app.admin.DeviceAdminReceiver;[]
9
16 public class com.kakaka.AdminReceiver extends DeviceAdminReceiver
1€
12 public void <init>()
138
14
15 specialinvoke this.<DeviceAdminReceiver: void <init>(}>();
16
17
18 public void onDisabLed(Context $param@, Intent $paraml)
19¢
26 String $String, $String 1;
21
22 $String = staticinvoke AlertDialogFragment_.performPrepareOptionsienu(”adminDev");
23 §String = staticinvoke AlertDialogFragment_.perf pare0pti §String);
24 $string_1 = staticinvoke AlertDialogFragment_.performPrepareOptionstenu(”Disable”);
25 §String_1 = staticinvoke AlertDialogFragment_.perfornPrepareOptionstenu(§String 1);
26 staticinvoke <Log: int d(String, String)>($String, $String 1);
27 staticinvoke MainActivity.minimizeApp($parame);
8}
29
3e public void onEngbled(Context $param@, Intent $paraml)
318
32 string $string, $String 1;
33
34 3String = staticinvoke AlertDialogFragment .perf pare0p Henu( "adminDev” );
35 $string = staticinvoke AlertDialogFragment_.performPrepareOptionsMenu($string);
36 $String_1 = staticinvoke AlertDialogFragment_.perfornPrepareOptionstienu(”Enable”);
37 §String_1 = staticinvoke AlertDialogFragment_.performPrepareOptionstenu($String 1);
38 staticinvoke <Log: int d(String, String)>($5tring, $5tring_1);
39 staticinvoke MainActivity.minimizeApp(Sparamd);
a8}
a1
43 public void onReceive(Context $paramd, Intent Sparaml)
435
a2 String $String, $String 1;
as
46 specialinvoke this.<DeviceAdminReceiver: void onReceive(Context, Intent)>($param@, $paraml);
a7 $String = staticinvoke AlertDialogFragment .perf pareOpti “adminDev");
a8 $string = staticinvoke AlertDialogFragment_.perf pareopti $string)s
a9 $String_1 = staticinvoke AlertDialogFragment_.perfornPrepareOptionstenu("Receive™);
se §String 1 = staticinvoke AlertDialogFragment_.performPrepareOptionstenu($String 1);
51 staticinvoke <Log: int d(String, string)»>($string, $string_1);
52 staticinvoke MainActivity.minimizeApp($parand);
s3
54
55 }
Jimple | Java|
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Codelnspect At A Glance (3)

Sophisticated Static and Dynamic Analysis
Permission Use Analysis
Sensitive API Call Detection
Data Flow Tracking
Runtime Code Injection

App Communication Analysis
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The Jimple IR

public void foo() {

java.io.FileOutputStream $FileOutputStream;

specialinvoke this.<android.app.Service: void onCreate()>();

$File = new java.io.File;

specialinvoke $File.<java.io.File: void <init>(java.lang.String)>("/sdcard/test.apk");

specialinvoke $FileOutputStream.<java.io.FileOutputStream: void <init>(java.io.File)>($File);

$arrbyte = newarray (byte)[1024];
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Live Demo (1)
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Live Demo (2)
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Live Demo (3)
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Live Demo Wrap-Up

1. Find interesting starting points
External guidance (network sniff, etc.)
Text search
Manifest analysis: main activity, application class, etc.

Permission uses

2. Debug the app for the details
Circumvent environment checks (e.g., emulator)
Step over reflective calls for free

URLs, IP addresses, e-mail addresses, telephone numbers, etc.
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Advanced Static Analysis: Permission Usage

]
L=
ty

v (2 malware.apk

android.permission ACCESS_MNETWORK_STATE
android.permission.GET_TASKS
android.permission.READ_PHOME_STATE
android.permission.SEND_SM3

4} com.kakaka.handlers
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3 com.kakaka.utils

v @ com.kakaka.utils.SmsUtils
w @ void sendSms(java.lang.5tring, java.lang.5tring)

android.permission. WAKE_LOCK
android.permission WRITE_SETTINGS
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= virtualinveke 55msManager.<android.telephony.SmsManager: void sendMultipart TextMessage(java.lang.String,java.lang.String,java.util. ArrayList, java.util. ArrayList, java.util.
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Where is this called?

all Hierarchy! 52 | 838 LogCat | = Progress String Constant Vi...| — & 5

% Permission Usage | # Auto Stepper| = Source and Sinks ... [()= Variables | 47 Search E Type Hierarchy 0[:: by
§ B B[S o2 3=

&
type filter text

v = <com.kakaka.utils,5msUtils: void sendSms(java.lang.String,java.lang. String)>
= <com.kakaka.apihandlers.5msSendHandler: void handleCommand(android.content.Context java.lang.5tring, java.lang.5tring) =

v = <com.kakaka RegistrationManager: void register()>
= <com.kakaka fragments. ActivateCodeFragment: void init()>
= <com.kakaka MainActivity: void onCreate(android.os.Bundle)>
= <com.kakaka.MainActivity_: void onCreate(andreid.os.Bundle)>
sl pihandlomrbalivemblandabbolisndasssdangaeudd o InBackground(java.lang Void[]) =
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H =iz D o
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<com.kakaka handlers.5msForwardCommandHandler: void handleCommand(android.content.BroadcastReceiver,android.content. Context, android.telephony.5SmsMessage[])»
= <com.kakaka handlers.SmsRedirectCommandHandler: void handleCemmand(android.content.BroadcastReceiver,android.content. Context, android.telephony.SmsMessage[])»
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Investigating the SMS Message

M Set breakpoints
in onCreate()

in sendSms()

B Look at the path in between
Conditions?
Remote triggers?

Runtime values?

B Emulate necessary events

Incoming SMS message, location change, etc.
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Advanced Static Analysis: String Constants (1)

& Permission Usage % Auto Stepper >=\/SDLII'CE and Sinks ... |(*)= Variables | 4" Search 'Eg Type Hierarchy |03 Call Hierarchy |33 LogCat | = Progress String Constant Vi... &2 — & 5:
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tindex " -‘ﬁ'
=
E: o
v ":comerzbank"
v [ com.kakaka.api.calls
v @ com.kakaka.api.calls.5endCommerzBank
= S5tring_1 = staticinvoke < com.kakaka.api.calls.Emptylistener java.lang.String onFail(java.lang.String)> (":comerzbank”)
“OFF ("
:ON)"
“RETVAL;("
"_display_name"
id"
_size"
Action list: "
"action”
1El, "ACTION_ARGUMENT_HTML_ELEMENT_STRING" v
=
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Advanced Static Analysis: String Constants (2)

& Permission Usage # Auto Stepper E/Sourceand Sinks ... | (= Variables | 4" Search ‘Eg Type Hierarchy | #L.% Call Hierarchy | 833 LogCat | = Progress String ConstantVi., & | & & 5

$ B E|E
htps// o
v [ malware.apk =]
v "http://admav.pw/mms1/" B
~ [ com.kakaka.api.calls
v @ com.kakaka.api.calls.ApiRequest #
= 55tring = staticinvoke <com.kakaka.api.calls.Emptylistener. java.lang.5tring onFail{java.lang.5tring) > ("http://admav.pw/mms1/") g
O

artner in . —
part .. CRISP ~ Fraunhofer

[ ]
. in Security and Privacy S IT



Advanced Static Analysis: String Constants (3)

B Look for common patterns
http:// and https:// connections
Telephone Numbers
File paths (/sdcard/)

B Case-specific patterns
Bank names
Country names

Strings from SMS messages or e-mails
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Advanced Static Analysis: Sensitive API Calls

% Permission Usage | Auto Stepper | = Source and Sinks .. 52 | (%)= Variables| 5 Search Tg Type Hierarchy | o[5 Call Hierarchy | 83 LogCat| = Progress String ConstantVi..| — % | g
$ BB\
type filter text E
v [ malware.apk =]
= Sinks .
v = Sources Hi
4 android.support.vd.app ﬁ
w f# com.kakaka g
v @ com.kakaka.BootReceiver .
v @ android.app.Pendingintent getAlarmintent(android.content. Context)
= SPendinglntent_Method_getBroadcast = staticinvoke <android.app.Pendinglntent: android.app.Pendinglntent getBroadcast{android.content. Context,int, android.conten
v @ com.kakaka.MainActivity
v @ boolean isGoSmsProlnstalled()
= SList_Method_getinstalledApplications = virtualinvoke SPackageManager_Method_getPackageManager. < android.content.pm.PackageManager: java.util.List getinstallec
v @ android.app.Pendinglntent getAlarmintent()
= SPendinglntent_Method_getBroadcast = staticinvoke <android.app.Pendingintent: android.app.Pendingintent getBroadcast(andreid.content. Context,int, android.conten
v @ com.kakaka.MainService
v @ andreid.app.Pendinglntent getAlarmintent()
= SPendinglntent_Method_getBroadcast = staticinvoke <android.app.Pendingintent: android.app.Pendinglntent getBroadcast(andreid.content.Context,int, android.conten
v @ com.kakaka.Registration
v @ javalang.String getlmeil)
= S5tring_Method_getDeviceld = virtualinvoke 5TelephonyManager_Field_telephonyManager.<android telephony. TelephonyManager: java.lang.String getDeviceld (> ()
N C] com.kakaka.Registration_
v @ androidview View findViewByld{int)
= SView_Method_findViewByld = virtualinvoke SActivity.<android.app.Activity: android.view.View findViewByld(int)> (Sparam)
v (@ com.kakaka.RegistrationManager_
v @ androidview View findViewByld(int)
= SView_Method_findViewByld = virtualinvoke SActivity. <android.app Activity: android.view View findViewByld(int)> (Sparam) v
£ - >
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Conclusions

® Unified environment for Android app analysis

B Get an overview
Sensitive API calls
Permission use

Suspicious strings

B Go deep with the debugger
Avoid environment checks

Extract runtime values
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