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„Ein Smartphone bitte…“ 

Android, iOS und BlackBerry führend 

Android 
49% 

iOS 19% 

Symbian 
16% 

BlackBerry 
11% 

Others 5% 



#1 – Plattformen & Hersteller 
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Hersteller 
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Plattformen 
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iDevices Hardware 
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Android 

 Hersteller 
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Fake Phones & … 



#2 – Anschlußmöglichkeiten  
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Anschlüsse 



Confidential , not for distribution  ©  Cellebrite 

Anschlüsse – Smartphones? 
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#3 – Betriebssysteme  
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Smartphone Betriebssysteme 
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Apple iOS Versions 

 
GSM 

1.0.0 1.0.1 1.02 1.1.1 1.1.2 1.1.3 

1.1.4 2.0.0 2.0.1 2.0.2 2.1.0 2.2.0 

2.2.1 3.0.0 3.0.1 3.1.0 3.1.2 3.1.3 

4.0.0 4.0.1 4.0.2 4.1.0 4.2.1 4.3.0 

4.3.1 4.3.2 4.3.3 4.3.4 4.3.5 

CDMA 

4.2.5 4.2.6 4.2.7 4.2.8 4.2.9 4.2.10 

GSM and CDMA 

5.0 5.0.1 5.1 5.1.1 
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Android Versionen 

Physical, File system, Logical extraction from rooted/non-

rooted devices running Any Android version 

Version Codename Distribution 

1.5 Cupcake 0.2% 

1.6 Donut 0.4% 

2.1 Eclair 3.7% 

2.2 Froyo 14% 

2.3 - 2.3.2 

2.3.3 - 2.3.7 
Gingerbread 

0.3% 

57.2% 

3.1 

3.2 
Honeycomb 

0.5% 

1.6% 

4.0 - 4.0.2 

4.0.3 - 4.0.4 

Ice Cream 

Sandwich 

0.1% 

20.8% 

4.1 Jelly Bean 1.2% 



#4 – Daten Extraktion  



Extraktionsmethoden 

Logisch 

Dateisystem 

Physikalisch 



Confidential , not for distribution  ©  Cellebrite 

Forensic Extraction 

Operating 

System 

Flash 

Memory 
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Architektur 

Peripherals 
& 

Controllers 

Memory 
Chip 

Chipset 

Android OS 

Vendor 
Protocols 

Hidden 
menus 

Boot 
Loaders 
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Android 

 Hersteller 



Confidential , not for distribution  ©  Cellebrite 

Android 

 Allerdings verwenden diese Hersteller die 
unterschiedlichsten Chipsätze 
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Architektur – Flash Speicher 

 Die meisten Geräte haben mehr als einen Speicherchip 

 Galaxy S II 

• OneNAND - 512 MB  

• MoviNAND - 16 GB  

• SD Card – bis zu 32 GB 



#5 – Dateisysteme 



Computer Mobiltelefone 

FAT NTFS HFS 

Motorola 

Proprietary 

XSR MCU 

INOD 

I855 P2K 

Yaffs 
JFFS2 

SymbianFS EFS2 

QCP 
DCT4 

OSE 
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Smartphone Dateisysteme 

 Android 

 YAFFS2 

 FAT32 

 Ext2 

 Ext3 

 Ext4 

 iOS 

 HFS 

 HFS+ 

 BlackBerry 

 ???  



#6 – Dekodierung 



Dateisystem 

SMS 

Email 

Calls Dateisystemrekonstruktion 

Dekodierung 
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Dekodierung 

D 

A 

C 

B 

H 

E 

F 

G 

NAND 

FTL 

Device 

MBR 

Partition 1 

Partition 2 

Partition 

Boot Record 

sms.db part C 

sms.db part A 

sms.db part B 

pb.db part B 

pb.db part I 

pb.db part H 

pb.db part C 

pb.db part A 

pb.db part E 

pb.db part D 

pb.db part A 

pb.db part F 

pb.db part G 

pb.db part J 

File 

sms4 
sms3 
sms1 
sms5 
sms2 

Record 

God, it took 

so long to get 

here! 
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Dekodierung 

D 

A 

C 

B 

H 

E 

F 

G 

NAND Device 

MBR 

Partition 1 

Partition 2 

Partition 

Boot Record 

sms.db part C 

sms.db part A 

sms.db part B 

pb.db part B 

pb.db part I 

pb.db part H 

pb.db part C 

pb.db part A 

pb.db part E 

pb.db part D 

pb.db part A 

pb.db part F 

pb.db part G 

pb.db part J 

File 

sms4 
sms3 
sms1 
sms5 
sms2 

Record 

God, it took 

so long to get 

here! 

Physical 
File 

System 
Logical 



#7 – Gerätesperre 
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Sperrcodes 
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Wiederherstellung 



#8 – Verschlüsselung 
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Keychain Decryption 
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Pattern Code 
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Decryption of iOS File System 
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Facebook Decryption 
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Tiger Text Decryption 

 



#9 – Gelöschte Daten 
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Gelöschte Daten 

 



#9 – App‘s, App‘s, App‘s… 
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Decoding 

 

111101111111111000

00001111000000111

1111111111011101111

1110111111011111111

11111011111111011 
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Decoding 
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SQLite Database 

 Great sources for information 

 Available and deleted databases 

 Deleted entries from a database 

 Ability to view tables and content 

 Search 

Easily search for additional vital information 
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Herausforderungen 

Vielfalt an 

Smartphones 

Herstellern, Betriebs-

systemen  

Gesperrte Geräte 

Datenverschlüsselung 

Physical / File System / Logical 

Extraction aller mobiler 

Endgeräte 
 

Umgehen von Sperren 
 

Entschlüsselung 

verschlüsselter Inhalte 
 

Wiederherstellung aller Daten 
 

Auswertung von 500.000+ 

App‘s  
App‘s, App‘s, App‘s 

Gelöschte Daten 
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Auswertung 

 



www.cellebrite.com 


