cellebrife

mobile data secured

TR

/fl ¢ F } . ' |
2 \ : S
B [ | . ’

Trends in der Forensik von Mobiltelefonen

Anwendertag IT-Forensik 2012
Fraunhofer SIT

Peter Warnke
peterw@cellebrite.com



»Ein Smartphone bitte...“

Smartphone-Absatz steigt rasant

|
!
\

Absatz in Deutschland |
"\ Angaben in Mio. Stiick

Umsatz in Deutschland |

Angaben in Mrd. Euro

\ \\ 11,8
90 +31% 4,1 |
| +58% +13%
e +37%
2009 2010 2011 2009 2010 2011
(k:_/BlTKOM Quelle: EITO, IDATE

Worldwide smart phone market
Shipments by platform, full year 2011
Full year

2011 Growth
Platform shipments Share (%) Q4'11/Q4'10
Total 487.7 100.0% 62.7%
Android 237.8 48.8% 244.1%
ios 93.1 19.1% 96.0%
Symbian 80.1 16.4% -29.1%
BlackBerry 51.4 10.5% 5.0%
bada 13.2 2.7% 183.1%
Windows Phone 6.8 1.4% -43.3%
Others 5.4 1.1% 14.4%
Source: Canalys estimates © Canalys 2012

Others 5%

BlackBerry
11%
Symbian Android
16% 49%
10S 19%

Android, 1I0S und BlackBerry fuhrend
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Plattformen
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Fake Phones & ...
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Anschliisse




Anschlilisse — Smartphones?
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Smartphone Betriebssysteme

Symbian
|MNokia, Samsung, LG, Sony Ericsson, etc.)

Symbian Platform

560
0 [ 00 s | 00 a2 [ @ sa |
Symbianh2 Symbian”3 Symbian"d
3rd Edition | 3rd Edition, Feature Pack 1 | 3rd Edition, Feature Pack 2 | 5th Edition (Symbian®1) o 5 o

Research in Motion BlackBerry OS

(BlackBerry)

Apple iPhone OS5
(iPhone, iPod Touch, iPad)

10 __“Hm —
voa | 00 w02 0 f 00 w0 [ 0 112 0 [usfaa] 0 ws 0 [20a]202] mmmm

Microsoft Windows CE

[HTC, Samsung, LG, Toshiba, Sony Ericsson, Dell, Acer, etc.) [KIN 1, KIN 2) (Zune, Zune HD)
5.2

6.0
Microsoft Windows Mobile Microsoft Windows Phone 7 m Microsoft Zune OS

6.1 7.0 1.xBranch 2.xBranch 3.xBranch 4. Branch

Linux - Smartphones
[HTC, Samsung, LG, Toshiba, Sony Ericsson, Dell, Acer, etc.) INokiai (MNokia, LG, Intel, etc.) (Palm) [Samsung)

Google Android | MeGe | 00000 wekos 0000 | bada |

1.0/1.1 Branch 1.3 Branch 1.4 Branch
(102 103 [0 [0 [120 [12a |3 [ss | 153 | 1a0 | vema

Google Chrome 0S/Chromium 05 5-“]
Alpha Stages

Linux - Netbooks




Apple iOS Versions




Android Versionen

1.5 Cupcake 0.2%

1.6 Donut 0.4% . Honeycomb

2.1 Eclair 3.7% ce Cream Sandwich

2.2 Froyo 14%

2.3-23.2 : 0.3% M

2EE-pEy  ChEEideee 57.2% |
Gingerbread — — Eclair & older

3.1 Honeycomb 0.5%

3.2 y 1.6% Froyo

4.0-4.0.2 Ice Cream 0.1%

4.0.3-4.04 Sandwich 20.8%

4.1 Jelly Bean 1.2%
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Logisch

Dateisystem

Physikalisch




Forensic Extraction

Operating

System
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Peripherals
& Chipset
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Boot
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® Allerdings verwenden diese Hersteller die
unterschiedlichsten Chipsatze
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Architektur — Flash Speicher

" Die meisten Gerate haben mehr als einen Speicherchip
= Galaxy Sl

. OneNAND - 512 MB TOSHIBA

- MoviNAND - 16 GB
- SD Card — biszu 32 GB

hynix

P PSnmsuncg
(lntel) :
I%E Micron

M ARVELL®

QLIALCONW\
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#5 — Dateisysteme



Computer Mobiltelefone

Motorola
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XSR
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Smartphone Dateisysteme

® Android
" YAFFS2
= FAT32
" Ext2
" Ext3
" Ext4

N [ON)
= HFS
= HFS+

" BlackBerry
PO
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Dekodierung

SMS

["\\"\ /—)
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& Email

Dateisystem

Dateisystemrekonstruktion




Dekodierung

NAND Device Partition File Record

Boot Record
sms.db part C
pb.db part B
pb.db part |
pb.db part H
sms.db part A
pb.db part C
pb.db part A
pb.db part E

God, it took
so long to get
here!

pb.db part D
sms.db part B
pb.db part A
pb.db part F
pb.db part G
pb.db part J
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Confidential , not for distribution © Cellebrite mobile data secured



Dekodierung

NAND Device Partition File Record

Boot Record
sms.db part C
pb.db part B
pb.db part |
pb.db part H
sms.db part A
pb.db part C
pb.db part A
pb.db part E
pb.db part D
sms.db part B
pb.db part A
pb.db part F
pb.db part G
pb.db part J

God, it took

so long to get
here!

File
System

Physical Logical
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#7 — Geratesperre



Sperrcodes

8 Draw pattern to unlock:
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IIAIII 02-de ? ﬂ

Code eingeben

ABC

WXYZ

Abbrechen
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Wiederherstellung

[ Physical Analyzer EI@
File View Tools Python Plug-ins Report Help
EEESS | FE All Projects
Welcome X)/ExtractionSummary X - X

-

£ GalawyS
..... B Bdraction Summary

Extraction Summary

= Device Infa

Device Information
Images

£== Memory Ranges

GalaxyS Samsung 19

=i File Systems
{Ei NO NAME

i NO NAME_ 0

{3 NO NAME_ 1

{3 NO NAME_ 2

{3 NO NAME_ 3

{3 NO NAME_ 4

-4 Analyzed Data

{0 Contacts (35)

) SMS Messages (7}
[E] web Bookmarks (1)

Image Hash Information

/¥, Hashes have been calculated for this project, but no reference data is available. Show Details

IE Bookmarks (0) F——__
"alﬁles - ( Unlock Pattern  3-32-31-34-37->8->9
1=L| Images (
E Videos (6}
3 Audio 9) Device Content 5
B Toe ' phone Daa i0S Physical 3.0 (ESHREE
| 4 Databases (60)
<&} Tage Contacts SMS Messages Web Bookmarks passcode erfolgreich wiederhergestellt
48 Reports E A [
i N [u Passcode wiederhergestellt: '0022" in 00:00:04.
35 (0} 7 (0] 1 (0}

Me erfolgreich wiederhergestellt

Passcode wiederhergestellt: '0022" in 00:00:04. 100%

| Der Passcode wurde fur diese Sitzung gespeichert.

[ < Zuriick zu den Extraktionsoptionen [ Gerit ausschalten und herunterfahren I

cellebrite
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Passwords

2 s )E NTIO é‘J

9 (0)

= E iPhone_355_4.3-4.3.1_Physical_BEsraction_2! «
. -5 Bdraction Summary [

Welcome X I/ Extraction Summmary X/]/Passwcrds @ X ]

Table View

= ul @ = |ﬂ |‘_§_’1 Table Search
| # | Del?| Access group | Account | Data | Generic attribute | Label | Server | Service
L3 pp AirPio
2 com.apple.apsd APSPublicTakens push.apple.com
3 apple gacellebrite@gmail.com _ com.apple.iunes. ..
4 apple Frivate com.apple.mana...
5 apple OTA BirPort
f apple 00:19:88:08:7D:5F Mabil eBlushooth
7 apple jack123445@amail.com smtp.gmail.com
g apple gacellebrite@gmail.com imap.gmail .com
g apple gacellebrite@gmail.oom smtp.gmail.com
----- 7 | Installed Applications (91)
- Instart Messages (11)
EEI--{E Locations (#334)
EEI--@ MMS Messages (1)
----- % Passwords (9)
----- £ User Accourts (4)
[#-1*] User Dictionary (30}
--{L, | Web History (15)
@ Wireless MNetworks (&)
----- [E] Bookmarks (0)
£ Deta files cellebrite
| EI Ii'lages (18686) | 57 Confidential , not for distribution © Cellebrite mobile data secured
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Pattern Code

/
Generate an SHA-1 hash for the pattern. Not the most secure

#7715 1In a location only readable by the system process.
* (@param pattern the gesture pattern.
* @return the hash of the pattern in a byte array.
*/
private static byte[] patternToHash(List<LockPatternView.Cell> pattern) {
if (pattern == null) {
return null;

}

final int patternSize = pattern.size():;

byte[] res = new byte[patternSize];

for (int i = 0; i < patternSize; i++) {
LockPatternView.Cell cell = pattern.get(i):
res[i] = (byte) (cell.getRow() * 3 + cell.getColumn()):;

}
try |
MessageDigest md = MessageDigest.getInstance ("SHA-1");
byte[] hash = md.digest (res);
return hash;
} catch (NoSuchAlgorithmException nsa) {
return res;

}

cellebrite
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Decryption of iOS File System

Welcome X ]/ Extraction Summary X ]/- Extraction Summary }{/]/_HEW-ALheader.jpg X
Hex View | Image view [File Info|

Find:
com apple system cprotect JEDDSBERGEATRITZDT TEACOFENZZAT4 3 2AFFCITA6ACSB AJDEEAAASRDBCZSCERDBTOCOEFCI4DCEECH
Protection class 4
Creation time 7/25/2011 4:37:.07 PM (UTC+00:00)
Maodify time 7/25/2011 4:37:.07 PM (UTC+00:00)
Last access time TR0 4:37:07 PM (UTC+00:00)
= General
File size 7368 Bytes
Chunks 1
= Offsets
Data offzet (bc13831BC0O00

cellebrite
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Facebook Decryption

Welcome X ]/ Extraction Summary X ]/ Results (facebook) X/]/friends.dh »

view | Hex View | File Info |

fcda2731a6d74cf27: 42268b2943be012c1f05cc726c16704c

friend N phone
meta
L
Phone and email
value re encrypted

cell

™

email
0cl8le3ef3a79fb4003ddE4e8ecc74bT70a72ee26afch7f680d53a5962204165
7f9e61ds5f73c4d2dd91d1a88bf3a58f0be84a36a575d1353263301e15fa597ha
4393006d84609a8f293ab0268607142c34030203239bfad473decd99a72da 1948
a2721fce05170b7135240bchcaa3fas72963be5396a76750c7dd75014d459ef304

fObaabfdd4chfo0sdoefocdadecfanl828da963a50984247aee971a1d33a12ds
1d9f53ffe2ac2390effad0dc247ff63d 76687 1bdf7ebaBcdb7aracf492bbasha
4b032f399fecd287cd6c0a638c820adc06ad06fOcafcd13781737dbeocaf1fes

Decryption of email

~

=

Welcome X

| Table View |

203 9 g

Extraction Sumemary X F

acebook (84) X

and phone details

[Viie Del? Name

@ «  |Roxenrs Welzmon |S07492149
2 Ron Sarber

2] Roberto Achkanan
v+ Ruth Bouganim
Vs Roy Moinae

@) 6 Efrak Lowy

@7 Enay Beres-Alparn
@ e Eysl Harel

V9 Elad Raz

¥ 10 EXti Shaked

M n Edo Fuchs

[ 12 Mchal Sekar

Entry £1

S30226107
STI16953S
624919218
765711288
S22669%099
SE2XIST67
00287954
722610272
725114503
1421697586
S31043185

Erkry 22

hetp:ffprolfie. ok focdn.netbo
hetp b, static ok, focdn, netks
hetpeffpecfie sk Fbcdn.retip
hetpefipecfle sk fbcdn.netio
hetpfjpecfie_ ok, focdn. et o
hetp:ffpectie sk fixdn, ratbp
hetpc/fpeofie. sk, focdn. rattp
hetpefipeofe sk focdn.netip
httpeffpeofibe_sk.Focdn.ret o
hetpeSipeclie ok, focdn. et bp
hetp:ipectie. sk, focdn, rat bp

hetpcfjpeofie sk focdn.nettp 1

~

ron@celebebe, com Facebook

L | robertino@Pomal .com Facebook
L | rithbougaremé@gmad. com Facebook
Facebook

L efrato@oensd, com Facebook
L enavberes@botmad com Facebook
L eyahidpeaxed com Facebook
Q GT2S0ES3ITIN m QTZTITSITI0 rasdetegtygec) . Facebook
£ | law. shakadomal.com Facetonk.
edofucha@ornsd, com Facebook,

B 9T2S0LLST467 mwchaloaker iy shoo, com Facebook




Tiger Text Decryption

g Physical Analyzer

File  View Tools Python  Plug-ins  Report Help

EEE®S FF R
ProjectTree &
%R @

Elg iPhone_4 (G5M)_4.3.4-435 File_S
----- E5 Bxtraction Summary

----- [% Device Info

-1 Images

[#-+== Memory Ranges

[F-{=i File Systems

-5 Archive

E-45 Analyzed Data

|_=;,1 Application Usage (8)

- Locations (1601)
- SMS Messages (1)

" User Dictionary (3)
() Wireless Networks (1)
..... [F] Bookmarks (0)

—j--@ Data files

-- Images (1630)
E Videos

Jﬂ Audia

-] Texd (5)
[__ﬂ Databases (53)

m

r

Welcome X }/ Extraction Summary TigerText (3) X

[Table View|
S AxEME =

[#]| # |Del?|Expand | Identifier | Start Time | Participants

[e iy

| Last Activity

il

5 soms - -

4 @ iBExpand “g, ..... c‘

5 @ Expand ¥ ;h‘,c-
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Geloschte Daten

--é SE: Virtual Partition 0
22 SE: Virtual Partition 1
== Dateigysteme

== Sory Ercsson FS

== BOOT

--[[] FOTACXC

------ [Y] PCORECHEC

[ phone_ace cxe

------ El phone_app.cec

Python

=& &7 @

Plug-ins

..... [ B4ADscriptCache
..... [ B4ADscriptCache

..... [ Cachedb

----- |:| Calendar sqltedb

----- D call_history.db

..... [ caldata.db

..... [ ChatStorage sqlite

..... [ Citylrfo db

----- |:| clartas db

..... D clarusxt sqlite

----- |:| com.apple.AdLib

----- D com.appleifd.cookiedb

consolidated.db
Contacts. a_t;
..... D countryCode sqlite
..... |:| data sqlite

----- D Databases.db

..... [ ddd itdbm

..... D deliveryreportstore.db
..... [ Dynamic itdb

—

m

Name:  Jess James
Source
Group
Report  Help
Phone numbers and Emails
& Work 15148697249
BoundingBoxes
Boundl_ngBoxes_node F 102
BoundingBoxes parent 0
BoundingBoxes rowid 105
Boxes [ 108
CdmaCellLacation [ 0%
CdmacellLocationBoxes E [110
CdmacCellLocationBoxes_node [ 111
CdmacCellLocationBoxes_parent 0 11s
CdmacCellLocationBoxes_rowid
CdmaCellLocationCounts 115
CellLocation [ 123
CellLocationBoxes [ 124
CellLocationBoxes_node B 131
CellLocationBoxes_parent 0 132
CellLocationBoxes_rowid 0 134
CellLocationCounts
Names [ 140
Points O 140
WifiLocation E (14
WifiLocationCounts [ 142
E |143
[ 145
[ 148
—

- -

40
443
22
61
452
93
124
300
418
926
932
1424
1422
22
907
22
22
22
22
32

[P

7682
8
16648
2582
32017
61786
a1
65288
4380
20773
8748
12844
12588
17698
16385
17442
17186
14114
13090
8748

——

D0 000 000 00000000000 0

= MCC MNC LAC S 1 Timestamp  Latitude

52.12254105
33.86618613
43.35637449
38.91247308
340650761

35.2601823

48.83545636
33.91740539
40.90331533
35.63364004
33.91151403
40.76485208
40.77140051
38.37317383
40.73182939
37.74353545
38.00547265
37.72737242
37.23366761
43.66575717

.

Longitw
4.751658
-118.134¢
-79.97267
-76.9833°
-84.022327
-118.278¢
2.357786
-117.521:
-72.5378¢
-34.18137
-84.3547¢
-73.65107
-73.7127¢
-122.650%
-73.9912;
-122.244°
-122,343;
-121.520:
-121.504:
-79.3505:¢

—_— -
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Decoding @

DECODE

11171 117111171111 GARMIN.

1111 111 MotionX™

ullpower®
1111111111 111 1111 text By Fullpowe
111 111111 11111111

11111 11111111 11 2 Viber
FREE YOUR CALLS!'™
ﬁ

. \ ( maps ]
A = \-\" = e v :
i Way ° go
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Decoding
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Phone Data
Application Usage Calendar Call Log Chats Contacts Installed Applications
— = I
. B B 2 @B | F
.4 i = E
[ 15 {0} | 446 (5) [ | 34 {0) | | 4 {0} [ 1049 (45) [ | 39 (0) |
Instant Messages P Connections Locations MMS Meszages Motes Passwords

_.x’-z_éx_. 7 I_I |_|

| | . . !

A “32 ad 8
[ 5 (0} | 95 {0) [ ] 508 (0) | | 2 {0} [ 17 {0) [ | 13 {0) |

SMS5 Messages User Accounts User Dictionary Web Bookmarks Web History Wireless Metworks
|x- I,—l- \ H:_'- . W ”u ﬁ
Yo =] [ | -

| 43 (5) | 17 (0] [ | 1313 (0) | [ 3 (0) [ | 7 (0} | [ 45 (0] |
Data Files

Images Videos Audio Text Databases Configurations

n = L E

F H i ] 3 %)
. 10245 (8] | 19 (0) [ | 141 {0) || 170 (2) [ | 98 (0} || 3032 (108) ,
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Lite Database

= _‘ﬂ Databases (33)

----- [ accounts.db

. R e [ alam.db

" Great sources for information Lo

N T T T D T T T T I S S I__)} plicationCache dbjoumal
" Available and deleted databases | - BP‘“

----- ] bmwse.r.db

¥ Deleted entries from a database | 5 oo

----- B} com.android phone_preferences xml bak

® Ability to view tables and content = — B ontzad

]| bistats db “l:m
[ Bookmarks.db
. o CdmacellLocation | m MAC Timestamp Latitude Longitude  HorizontalAccuracy Alfitude VerticalAccuracy Sped
r B ezches CdmaCellLocationBoxes_node (1)
[T Cache db - [ |4c:e6:76:50:82:56 | 342532925.277113 32.10214549  34.85023373 53 36 12 -1
CdmacellLocationBoxes_parent (0] &

[0 Calendarsaitedb CdmacelllocationBaxes. rowid I 0:1f:9:27:4b:b2 | 342532925.277119 3210191088  34.85062527 64 18 11 -1
[ cal_history.db tdmaCellLacationCounts ()| [ |pafge:d7:Seica |342532925.277119 32.10181635 348507235 50 38 13 1
[ cansdsgite cdmaCelllocationHarvest o) E 2000001 342532925.277113 | 32.10216345  34.85023683 56 33 10 1

[T) com.zppletunesstore | | CdmaCeliLocationHarvestCounts (1)} [ | 68:bd:ab:4s:f8:51 342532925.277119 32.10204094  34.85048627 50 42 5 -1

: idated.db CdmaCellLocationLocal ON [ |patse7:sexca |342532925.277119 32.10185652  34.85070294 50 36 15 El
consoliated. CdmaCellLocationLocalBoxes_node (1)

[ Database sdite Cdmacelllocation LocalBoxes parent [o)| L. |012acfe?:38 |342636577.152331 0 0 1 0 1 1
7| Databases.db CdmaCellLocationLocalBoxes_rowid (0] | [ |20:46:3a:62:3b:4d 342636577.130241 3210148596 348493123 123 37 13 -1
[ ddditdom tdmaCellLocationLocalCounts [1)| [ |co:clico:17:e3ee |342636577.130241 32.10163509  34.84998577 88 30 14 1

[ delivenyreportstore d | | CellLocation 0)| [ 0:12:1:2a:c1:90 | 342636577.130241 32.10056769  34.84871196 98 22 E] 1
[ Dynamicids CellLocationBoxes_node )| [ 0:12:1:39:82:50 | 342636577.130241 3210137885  34.84853738 55 24 g8 -1
Wy — Ee::t‘mg"“g‘“eipa’e;t gg; [ fedb:7f73:a7:4e |342636577.120241 3210160336  34.85027921 50 24 12 1

elllocationBoxes_rowi

[ Envelope Index CelllocationCounte 1) L |cOiclicO:s2c3 | 342636577.130241 32.1017751  34.85006302 83 29 3 1
[T Bdrasitdb cellLocationHarvest )| [ |pa2:1:2a:61:90  342636577.130241 3210130959 3434843283 59 2 8 1
-] Edrasitdb = | | cellLocationHarvestCounts )| [ olzi2ab2e0 | 342636577.130241 32.10124999  34.84841257 81 21 7 -1

[] fosynestore.db CellLocationLocal 0| [ |b0:48:7a:1f:16:c6 |342636577.130241 32.10170423  34.85033786 163 7 13 -1
[T fronds db CE::LDC“““"LDEH:BU*ES_”"”E glg [ |0:24:17:92:da:3 | 342636577.130241 32.10107737  34.85065448 50 34 12 1

- CellLocationLocalBoxes_parent (1) P —— B

[} froggersd || CeLocationtocaleoxes rawid ) [ |10:0:0:c0:11:1 | 342636577.130241 3210178476 34.85027158 78 33 15 1
[ Geniusitdn CelllocationLocalcounts ()| O |0:10:c6:39:54:47 | 342636577.130241 3210201025 3434976816 95 21 5 1

7| qyroCal.db 8 [ |co:lc0:52:c:8a | 342636577.130241 3210182166 34.8502478 78 32 5 1

gyrol LocationHarvest (0)
[T hitp_mfacebock com | | LocationHarvestCounts ()| [ |0o:less:zd4Siec | 342636577.130241 3210194462  34.85003232 136 9 13 1
| hitp_www.google.cai | | Tablelnfo (13)| [0 |012:1:39:8fc0 | 342636577.130241 32.10120165 34.8482756 63 21 7 1
p_www.goog ol 3
[ hitps_mobietwiterce || WifiLocation 467)| 7] |o:a2:1:2abdis0 | 342636577.130241 32101314 3434829294 50 22 7 1
[ tunesstored_prvates, || Lo -ocationCounts ) 0:12:1:39:91:20 | 342636577.130241 3210148847  34.34836006 98 18 1 1
o WifiLocationHarvest 0]
[ tunesstored? slitedb wWifiLocationtiarvesicounts 1| [0 |0:12:1:3a:c2:20 | 342636577.130241 32.10194045  34.84884353 87 21 3 1
I

Easily search for additional vital information
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Auswertung

25.01.2011 (182 items)
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CalendarEntry
CalendarEntry
CalendarEntry
CalendarEntry
SMS

SMS

SMS

SMS

SMS

SMS

SMS

SMS

SMS

SMS

SMS

SM3

SMS

SMS

SMS

Email

Email

InstantMessage

SMS
SMS

InstantMessage

SMS

InstantMessage

SMS
SMS

InstantMessage

SMS

InstantMessage

InstantMessage

25.01.2011 22:36:21(UTC+0)
25.01.2011 20:30:00(UTC+0)
25.01.2011 20:30:00(UTC=0)
25.01.2011 12:45:00(UTC-0)
25.01.2011 12:45:00(UTC-+0)
25.01.2011 19:18:01(UTC+0)
25.01.2011 19:17:21(UTC+0)
25.01.2011 19:06:57(UTC+0)
25.01.2011 19:05:28(UTC+0)
25.01.2011 12:04:43(UTC-0)
25.01.2017 12:04:19(UTC=0)
25.01.2011 18:35:54{UTC-0)
25.01.2011 18:33:36(UTC-0)
25.01.2011 18:31:00(UTC+0)
25.01.2011 18:27-40(UTC+0)
25.01.2011 18:27-38(UTC+0)
25.01.2017 18:24:45(UTC-0)
25.01.2011 18:22:46(UTC+0)
25.01.2011 17:04:05(UTC=0)
25.01.2011 17:02:36(UTC-0)
25.01.2011 16:056:02(UTC+0)

25.01.2011 16:05:02(UTC-0)

25.01.2011 15:46:42(UTC+0)

25.01.2011 15:46:17(UTC+0)
25.01.2011 15:45:58(UTC+0)
25.01.2011 15:45:34(UTC+0)

25.01.2011 15:45:07(UTC+0)
25.01.2011 15:44:32(UTC+0)

25.01.2011 15:42:55(UTC=+0)
25.01.2011 15:42:12(UTC+0)
25.01.2011 15:41:45(UTC-0)

25.01.2011 15:41:21(UTC=0)
25.01.2011 15:38:10(UTC-0)

25.01.2011 15:37:41(UTC-0)

To: +14186888351 Home

To: +14185635306 Mon Am...
From: +14185635306 Mon..
To: +14186702099 Dad
From: +14186702099 Dad
To: +14186702039 Dad
From: +14186702039 Dad
From: 5000

From: +14185737706 Step_

To: +14186838351 Home

GQHS vs SSF

QHS vs S5F

‘wlon't let go-rascal flatts
‘wlon't let go-rascal flatts
Jarrive dns 8

‘where are you?

Alrighr tet u later love u

| m waiting for Marisa mommy is at & meeting. Love you

In 15 how r u guys
Have you arrived son

Rogers welcomes you abroad!Travel Packs help you save http...

Haha c'est bon!

To: +14185737706 Steph Pl [ Beobachtungslisten-Editor s - u—lé:‘- = y
From: +14185737706 Step_ Beobachtungslisten - ‘ .
From: +14187174141 Gab.. Pete Liste # Suchen in
To: +14185737706 Steph P.. . @ @ ) Beschreibung eingeben

From: +14185737706 Step_. Text zum Filtern eingeben Q &

To: +14187174141 Gab Te..

From: +14187174141 Gab.. I Pete Liste I [C] Automatisch aktivieren

JA:;::c;:biiaching Acaded Schliisselworter Q
American Coaching Acade .. Eingabewert

Justin Robert " Kuchen & & - v| X
From: 23304772 Kayles

To: 22CC2C18 J Rab Teilchen ] ] MR
To: +14185635306 Mon Am.. Kekse =] =] - v| X
From: +14185635306 Mon.

From: 22CC2C18 JRob | Muffins B B \!D A
To: 23304772 Kayles Plitzchen ] O - X
To: +14185635306 Mon Am..

From: 23304772 Kayles

To: 22CC2C18 J Rob

From: +14185635306 Mon.. Erstellt am: 18/04/2012

To: +14185635306 Mon Am.. Zuletzt gedndert am:

From: 22CC2C18 J Rob

To: 23304772 Kayles [ &O0K | [Abbrechen | [&t‘mwender|
From: +14185635306 Mon._

From: 23304772 Kayles
To: 22CC2C18 J Rab
From: 22CC2C18 J Rob
To: 23304772 Kayles

[
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Ughh u had class?
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