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Definition Live-System

x Bekannt als Live-CD

x Kann heutzutage aber wesentlich ment:
x DVD ©
x USB

x Netzwerkboot



Grml?

» trstes Release 2004

x Debian-basiertes Live-System

x speziell fur Systemadministratoren
x viele lausend Anwender

x >/ Jahre Erfahrung in Entwicklung von Live-Systemen
(Kernel, initramfs-tools, FAl/grml-live,...)



Vorteile von Live-Systemen

+ Kein Hardware-Schreibschutz notwendig

+ Kein Disassemblieren der Hardware

+ Vieltaltige Einsatzmoglichkeiten

+ Komplexe Szenarien (FC-SAN, BAID, LVM,...)
4+ Anpassbarkelt (Software, \Workflow,...)



Risiken von Live-Systemen

- Bootreihenfolge

- Sicherheit: Angriffsmoglichkeiten, Netzwerkzugriffe, ...
- Root-Rechte

- Murphy



Beseltigung der RIsiken

x Bootreihenfolge: Dokumentation, schulung
x Sicherheit: Qualitatssicherung, festen
x Root-Rechte: normaler Benutzer, sudo

x Murphy: Support ©
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Hacking Live-Systems

Begin: Mounting root file system ... [ Z.001610]1 EXTZ-fs
nting ext3 filesystem as extl

[ Z2.017980]1 EXTZ2-fs (sdad): warning: mounting ext3 files
[ Z2.031453]1 aufs Z-standalone.tree-35-rcN-20100705

done.

Begin: Running /scripts/init-bottom ... done.

system information - found deft
WARNING: Automatically executing malicious actions now...

(This output is visible for demonstration purposes)
—> Done.



S e el
seesesetes
soesesecey
#*e%es%s%
#%5%:%:%:°

.
.
L ]
L
L ]
L ]
L ]
L J
L ]
L |
-
-
-
-
-
-
-
-
)
.
-
)
.
-
E

voe

L)
2002000000001 _Bossssssssseen
XXX D) YRR R R R R R R R RN
BERRRRNNNY N\ 22T R R R R R
BRSNS o o e
BERRRRP R0 LQIPY st sssrre»
A A AL R L L L L L AN AR R R R R R R R R
SNSRI NINIIES

)

L ‘ »

LYY YYYYYY Y)Y ﬁf :.ooooooooil
..n,,,J,,QJJ %ﬁMMWf 0&“?000000.

Yy ...4.4.4.«44/444%#& JJ - OO0

Y YT YYYYYYYY
YT YN Y.

TYYYYYH
,,441‘444J444

Y Y YYYYHH

/root/sbin

-z /shin/init ]

..c 444
YN 14. L 3 | dJJJJJJJ JJJJJ.

Y Y Y YT NY Y
.....441444JJJJJAX

.......
.........
..........
,,,,,
........

.........

,m.mm” .......... A &J_&J + + +

.A,,.,,,,,414444J11114444JJJJJ

.....f‘.,,4J444Mm#LJf _JWWWWf
v YN NN “ Ny

..........

JJJJJJJ.JJJ.faa“...........

1Y) 44444JJ44444444444. Y YYYY Y)Y

TYYYY YV

- » HﬂdﬂJ T YT Y Y YT Y YYYY Y Yy Yy
( AT T T T YT Y Y Y Y Y Yy Yy Yy vy y

.........

A

,....4JJJJJ.JJ.J.J

4
~
4
=
-
-
v
ol
o
~d
wd
M
v

+

x

Q

+—

+—

-—

c

i

~

c

—~ -—

~ w)

— L 7]

- — ~N
C -

e — +

~ . o

c i o

i ™ [ -

e vof i ~
7)) o~

~ i .

— —_

o XX ~ c

o = 0~ vy

[ - 0 |

N0 LT c

TLO |l =

X N | C
| +~ 0L Q

CLOOoOoLOoo

- DL C L

C OO X

- 3J3EO0DODLD O

++/”

T %N

.........

ystem information - found caine

w

Automatically executing malicious actions now...

This output is visible for demonstration purposes)

> Done.
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Hacking Live-Systems

System information - found ubuntu

WARNING: Automatically executing malicious actions now...
(This output is wisibhle for demonstration purposes)
-> Done.

S & mkdir /mnt

S # mknod sdewssr0 b 11 0

" ®# mount Jdew/s/sr0 /mnt

SR ls /smnt/

AutoPlay casper mdSsum. txt
EULA.pdf dists pool

IR helix . BXE preseed
Language helix.ico ubuntu
README .diskdefines lngtjll

autorun. inf isolinux

S /R Uname -3

Linux ubuntu 2.6.24-19-generic #1 SMP HWed Aug 20 22:56:21 UTC 2008 i686 GNU/Linu

_.l

/ # cat fnrnr/rmdlina

BOOT_IMAGE=/casper/svmlinuz file=/cdrom/preseed/xubuntu.seed bhoot=casper initrd=/
casper/initrd.gz splash --

SR



Hacking Live-Systems

Done.

+ mount -n -0 move /sys /root/sys
+ mount -n -0 move /proc /root/proc
+ [ -mn ssbinzinit 1

+ [ * —x sroots/sbinzinit 1

+ [ -z /sbinzinit 1

+ [ ¥ —x /root/sbinzinit 1

+ [ -ny 1l

+ unset debug

+ maybe_break init

+ [ = init 1

+ exec run—init /root /sbinszinit

System information - found ubuntu

WARNING: Automatically executing malicious actions now...
(This output is visible for demonstration purposes)
—> Done.

Execute /bin/mksh -T/devs/ttyZ and switch to ttyl

to get a fully working /bins/sh with job control.

/bin/mksh: No controlling tty: open s/dev/tty: No such device or address
s/bin/mksh: warning: won’t have full job control

it

12



acking Live-Systems
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« exec ran-inil sroot sshinvinit -uupe:rsistent

Systen information - found bt

nount -n -0 move sproc /roots
+« L -n ssbinsinit 1

« [ ' —x /sroolsshbininit |

+ [ -z ssbinsinit 1
+« L ?
o &
+ u

s

ARNING: Automatically executing malicious ac
(Thix output ix vixible for demonztration pur
> Done.

! —x /roolssbhbinvinit ]
-ny l
nsel debuy
+ naybe break initl
+« [ = init 1
+ exec run—-init s/root ssbhinvinit nopersistent

Egstt:n information - found bt

ARNING: Automatically executing malicious actions nou. ..
(Thix output ix vixible for demonztration purposex)
—> Dones.

[Execute shinsnksh -T/devsttyZ and switch to tiy2

to get a fully working #bhinssh with job control.

shinsnksh: No controlling tty:! open sZdevstty: No such device or address
bhinsnksh: warning: won't have full job control

P -

“The quieter you become, the more you are able to hear ™
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Anforderungen an
| Ive-Systeme

x Kein unerlaubter Schrelozugrift
» Nachvollziehbarkeit

x [esten

x Dokumentation

x Aktueller Hardware-Support

x  Anpassbarkeit

14



Schrelbzugriff

x Absicherung aut Blockdevice-Ebene

x Frontend fur Konsole und GUI um Schreibzugriff zu
konfigurieren

15



Nachvollzienhbarkeit

x Automatisierter und reproauzieribarer Release-Prozess

x Zugriff auf Quellcode

x Konseqguenter Einsatz von Depbian-Paketen

16



lesten

x  Community: hinter Grml

x  Automatisiertes lesten;: Stresstests

x Dokumentiertes Testen: manuelle Prozeduren

17
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Hardware-sSupport

x Regelmassige Releases
x 32bit + 64bit

x |mplizite Tests durch Grml-Anwender

19



Anpassparkelt

x flexibler Bootprozess
x grml-live Buildframework

x angepasste Live-Systeme

20



Anforderungen an
| Ive-Systeme

v Kein unerlaubter Schreibzugriff
v Nachvollziehbarkeit

v Testen

v Dokumentation

v Aktueller Hardware-Support

v Anpassbarkeit

21
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USB-Boot

x sohybrid:
x % dd if=grml-forensic.iso-of=/dev/sdb
x grml2usb:

x # grml2usl grmi-forensic.iso grmi-forensic64.iso \
/dev/sdb]
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Netzwerkboot (PXE

x grml-terminalserver

x Automatisches Kontigurieren |
VON DHCP, NFS Uﬂd TI:TP v grml-terminalserver-x11 —

Finished configuration of grml-terminalserver.

Start grml-terminalserver now?

v grml-terminalserver-x11 - O x

€9 Exit ‘ @ start

grml-terminalserver-x11 guides you through configuration of
grml-terminalserver. Grml-terminalserver is a tool to set up
your system for network booting using PXE.

After going through this tool all the required services (DHCP, 4 grml-terminalserver-x11 - 0 x
NFS, TFTP) to boot via network are set up automatically for you.
Succesfully launched grml-terminalserver. You

Continue?| can boot your system via network now.

€9 Exit Y Continue € ok
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Grml-Forensic - Safe access to data // [AOFCﬂSiC

grml-forensic - Standard (2010.10-1, i386)

grml-forensic - Graphical Mode
grml-forensic - Disable HPA

Service specific options

Hardware specific options

Addons
Isolinux prompt
Boot from Hard Disk

______

"T.'--.—.-.'; ‘-._l—.A—..—.—-.. o |
Grml-Forensic is a Del

Grml=-Forensic

Sootsplash




[ 4
Grml
Applauncher

F2 grml-applauncher @ grml-forensic - 0 x

File Help

Note: Just click on the according section and the program name to execute it.

Grml I Tools | Settings System Support

grml-blockdev
Execute frontend to mount and toggle read/write state of blockdevices

grml-forensic-wizard
Execute wizard for forensic aquisition through Guymager

grml-iscsi
Export devices through network via iSCSI

grml-terminalserver
Start Terminalserver to boot clients via network (PXE)

grml2usb
Copy system to a USB device

# 9rml-applaunch...




Software-Auswanhl

x sleuthkit ® guymager
® autopsy X almage

x foremost = festdisk

= dcfldd x Wireshark
®x |[inux-ldm x {cpdump

x gddrescue Wi

28



grml-forensic-wizard

Grml-Forensic

Forensic Wizard - 0 X

Case information

Reference number: 042
Exhibit: Demo
Case Officer: Michael Prokop|

< Back I Cancel |
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grml-iscsi 1/2

Eigenschaften von iSCSI Initiator

General | Discovery Targets | Persistent Targets BoundVqumestevicesI

Select a target and click Log On to access the storage devices for that

) g rm | L i S C S i S't a r‘t e n target. Click details to see information about the sessions, connections and

devices for that target.

Targets:

x [SCSl-Target einhangen F T —

= \NINXP: Microsoft
ISCSI Software
Initiator (kostenlos)

Details | Log On... | Refresh |

x Seit Vista integriert

Abbrechen | Ubernehmen
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grml-iscsi 2/2

® [Forenisch sicherer
Remote-Zugriff via
Netzwerk, z.B:;

® AccessData FTK
Imager

x \/Mware (mit
Openates)

® =2 2.

* | IFile List
Name | Size | Tvoe

Select Drive X|

Source Drive Selection

Please select from the following available drives:

MWAPHYSICALDRIVED - FUJITSU MHW2160BH PL [160 GE IDE »

“WAPHYSICALDRIVED - FUJITSU MHW2160BH PL [160 GE IDE]
YMWAPHYSICALDRIVET - ST 8GB USE Device [8.013 MB USB
“MWAPHYSICALDRIVEZ - IET - VIRTUAL-DISKy SCSI Disk Device [120 GB SCSI]

< Zuruck Cancel | Help |
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grmi-hwinfo

®x Einsammeln von

Hardware-

Informationen

% ls -C -w 608
acpi
acpi.error
acpi_info
acpi.version
date

dconf
ddcprobe
debian_version
df

discover
discover.Z
dmesqg.cur
dmidecode
dpkg_get_selections
dpkg_list
fdisk
fdisk.error
file_disk
free
grml_version
hdparm

hwinfo
ifconfig
ip_Llink
ip_route
kernelconfig
log_dmesqg

log_xorg.a.log

ladey

lsmod

lspci

lsusb
modules
mount

parted
partitions
proc_cmdline
proc_cpuinfo
proc_devices
proc_dma
proc_fb
proc_ide

proc_interrupts
proc_1omem
proc_ioports
proc_mdstat
proc_meminfo
proc_modules
proc_mtrr
proc_version
root

route
running_kernel
scsi

sfdisk
sfdisk.error
smartct |
sysdump
sysdump .error
uname

x861nfo
xab6info.2
X0org.conf
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Arbelten In der Konsole

x /sh mit guter Konfiguration

00

S

v
—

|
0O Ch I |

U
) 0 D C

U
m O

t@grml-forensic = #
root@grml-forensic & #

-~

rsync -a
option

all =-from file lists are delimited by nulls

prefer IPv4

prefer [Pwvb

leave high-bit chars unescaped 1n output

preserve access-control lists

force a fixed checksum block-size
| 1C — - —

auto-ignore files the same way CVS

m

same as --devices --speclals

preserve executabililty
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grmi-live

x Framework zum Bauen
von Live-Systemen

x \/ollautomatisierbar

x [ntegration von nicht-
veroftentlichibarer
Software,

ashdatenbanken;...

Index of /grml_sid

Name

a Parent Directory

orml sid 20110329 .1s0

Last modified

29-Mar-2011

orml sid 20110329.1so.mdS 29-Mar-2011
orml sid 20110329.iso.shal 29-Mar-2011

orml sid 20110330.1s0

30-Mar-2011

orml sid 20110330.iso.md5 30-Mar-2011
orml sid 20110330.iso.shal 30-Mar-2011

orml sid 20110331 .1s0

31-Mar-2011

orml sid 20110331.1so.md5 31-Mar-2011
orml sid 20110331.iso.shal 31-Mar-2011

13:41 692M
13:41 56
1341 64
14:34 693M
14:34 56
14:34 64
15:10 692M
15:10 56
15:10 64

Apache/2 .2.16 (Debian) Server at daily.grml.org Port 80

Size Description
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Grml-Forensic-Tools

» grml-applauncher

» grml-blockdev

* grmi-forensic-wizara
x grml-iscsi

x grafische Erontends (grmi-terminalserver,
grml2usb, grml-hwinfo)
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Softwareprodukt fur Anwender

Grmi-Forensic

Community




Danke! Fragen??

x Michael Prokop <prokop@grml-forensic.org>

x nhittp://grml-forensic.org/.

x hitp://arml.org/
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